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INRIF(F FAS 5 Citrix Cloud E&ERH, NEEHITHSE,

E1F StoreFront FEJE LS FAS 558, 1BUABIERAMKFEITLAT PowerShell cmdlet, 1R FEES
MAME, 182X s$StorevirtualPath o

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StorevirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"FASClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider
"FASLogonDataProvider"

E(=IEEA FAS, 1BEERALLT PowerShell B :
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Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"standardClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider ""

Ao 3 (o2l 2R ™

NRIF(F FAS 5 Citrix Cloud &5 EH, WELEEHITIHSE,

E{EF FAS, i5¥¥ Citrix Virtual Apps B} Citrix Virtual Desktops™ Delivery Controller BZ& A{EEiE
#3|EH StoreFront ARSZ2S © 5517 Set-BrokerSite -TrustRequestsSentToTheXmlIServicePort
$true PowerShell cmdlet, B PR RFTETI RS —R, BiLih=R EEZD1 Delivery

Controller,

ACiE 40 SRER

L& FAS [7, ERREPRENHARKIERIEEHRETIRSSHFHTERE® (FODN),

HARIERZEAY StoreFront RSS20 R ZEUERY Virtual Delivery Agent (VDA) EE1E[ERY
FQDN Fti&E, SHEARIRNANBRSSRES.

REEEN, UTFRAEFEEFEET —NEATFRAEITEINNER, B2, XFTEHNEN. RE
StoreFront fR$Z28. VDA #5517 FAS BIREHI 2891 BE VI EEEER FODN 7%, FAS BIRliEE
BT, BBRATE 6,
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S 1. 1T %% FAS BIARSSE: £, #% C:\Program Files\Citrix\Federated Authentication
Service\PolicyDefinitions\CitrixFederatedAuthenticationService.admx #1 CitrixBase.admx X {4 A Kz
en-US X%,

@ - P | . = Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v & | | Search PolicyDefinitions )

. ~ €3 . -
457 Favorites Mame Date modified Type Size

B Desktop L en-US 22/07/2019 09:04 File folder

4 Downloads || CitrixBase.adrmx 19/07/2019 12:28 ADMEX File 2 KB

?_—3; Recent places u CitrixFederated AuthenticationService.admx 19/07/2019 12:28 ADMX File 4KB

I (M This PC
W
3 items 52| =

BHIE 2. fHXLE 4 & HIR)EaVIRIEHIEE, FIFEMRBE C:\Windows\PolicyDefinitions 1 en-US F
XFf,

SSIE 3. i51T Microsoft BIBIZEHIE (MBS 1TIEIT mme.exe) o MIREME=MR, SEFRSXHE > ARINMNER
BRI, MMIARKERRIESR.

LURFIRRIRIEF AR REY, EENK, ASEERINEER, 3%, S UERFmETER
BRI B ARG LRI R, ZRBMNIN B FiET2 2 Mmay Citrix 304 (VDAL
StoreFront fR385. BIETE) WFABEITEN.

@ Consolel - [Cansole Root] =]o] x
&4 File Action View Favorites Window Help -[=]x]
¢ [@ = @@ Select Group Palicy Object [ x|
] Conzole Root Mame Wl to the G Policy Wizard — | Actions
Add —.J MM
Mere Actions 3
fou can select snap4ns for this consale from thase avalal
extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Movailsble snap-ns: or on & local computer.
Snap-n ven | Lise the Browas biston to select a Group Policy Object.
FADevice Manager M oaresa Folor
" pece M
= ik Management Mer
DN i Group Palicy Object:
FEnkerprise PRI Micr = | |
{21 Event viewer Mir
e | —
& Group Palicy Management M rowse for a Gro
[ Growp Policy Mansgement Editor  Mier
= Group Palicy Object Editar Mier d | DomaineOlUs [Spes | M
= Group Poliey Starter GPOEditor  Mier chang n ,
| PIntemet Informatan Services (IIS... Ma | | | Lookin: [ crtest net | mEgaE-
'%PWJ'M‘:TW | e~ Domains. Os and frked Grous Palicy biscts:
Mame Domain
Description: () Domain Corfrollers cridest net
This snap-n alkews you to edit Group Policy Objects whid E Defaut Domain Policy
of stored on a computer,

LR 4. SMB T BN EC B/ SRS/ EIERAR/Citrix QH#/%{??HAIE”EF'EI’J BE B 17U ARSS RS
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File Action View Help

e HE 2 HE T
g

Default Domain Policy [DJW-DC.DIW.NET] Policy
il Computer Configuration
w || Policies
» [ Software Settings
> [ Windows Settings
w || Administrative Templates: Policy definit
~ [ ] Citrix Components
| Authentication
5 | Control Panel

<

Edit policy setting

Description:

» [ Windows Components
[ Al Settings
» || Preferences
w 4%, User Configuration
5 | Policies
» | Preferences

Federated Authentication Service

Setting

ederated Authentication Service
Storefront FAS Rule

|==] In-session Behavior

Servers running the Federated
Authentication Service integrate your
Citrix environment with your Active
Directory infrastructure to allow users

> -_:I Network to log in with non-Active Directory
|| Printers credentials (e.g. SAML assertions).
7 Server

5 [ Start Menu and Taskbar If you enable this policy, you should

» B System specify a list of servers running the

Federated Authentication Service
identified by their FQDNs (e.g.
fasserver.company.com).

< Extended /‘(\Standardf

3 setting(s)

p=3. g

EEEER > Citrix A > BAEIEXHFEH,

N HIREF CitrixBase.admx/CitrixBase.adml RS A7 I0E] PolicyDefinitions X438y, BX&
BMMWIERS REIGEF 7EI8 GPO LRI, TR 3 2fE, BERHRIIRS KIS ETFS)

SRS I AKEBMNRIERESERHEZEBER.
ARs5258Y FQDN,

FEN

XIDFIRE

BRETIRY, Bl EEPEE FAS

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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B Federated Authentication Service O .

@ Federated Authentication Service T Next Setting

() Mot Configured Comment:
{®) Enabled
() Disabled

Supported on:
Cptions:

FQDNs
List the installed servers in y Value
e

FOQDMs | Show. o fas 1 citrixtest net]

OK || Cancel

OK Cancel Ay

I 6. HiA FAS IRS525HY FODN,

MRWMAZ FQDN, MFIRMIAFESASE VDA, StoreFront RS2 (WIR7EE) # FAS BR
SEFIEEMNINE—E,. BSIRAEKRISE,

SR 7. BERERHARBASHYAARKER. BAEEENENTEN (IMNBRITET
gpupdate [force) FREFFREN,

REATA

ULEERSTERIF B0 VDA RIBFRCE—MUBIE, HRRHRENIES. FENMERFEE. 12
U /2 A U SRS S AR T QUIEBRY FAS SINAWRIEAERE, RIENIEBF AR, FSRREN
T
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@ In-session Behavior Previous Setting [NExEsetimg

() Not Configured ~ Comment:

(®) Enabled

() Dizabled

Supported on:

Cpticns: Help:
Enabling this policy activates an agent process ~

Prompt Scope | Per- e 9 policy gent p

Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the

Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:

20 | -

] - In-zession Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BRAERIRE, HItIF FAS RIE#HIZEAF R/ VDA RIEFIETT.

BARZAILRER, HELE FAS RE#IZET.

RTEE
INREALLERRES, RAEERZFNARTAPRAERTNARFERIIENIER. B=MER :

ERRE—ILEMRERZ LT, HEMERLE.
BHERE—S T EESTHREFT R RIRETRER.
BRERE—AFSTHRER, WETFNATRIEFNFRERER.

[F =By

NRE LR, FERBRTESIRRFESKEE (UWARL) . FW, RIEEHR 300 ¥,
BPE8ATHIER—RET. BEAEN, SRNPIREHRIIETAR.
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BT B %
MNREALLEE, YAPNERREN, ERIENBEMMAEE. ITAUT S ERRIITE
EERR, YA I&E Active Directory B REEN, EEALLINEE,

PERTERERERE A T VDA LB R

ERBRE S MRS EEEG S

RE FAS BIBEHIRERTF AZHERE, (B PowerShell REIRHT ESHKAET, B X FAS
PowerShell cmdlet BIE &, 1EEi#PowerShell cmdlet,

FAS BEIEZHIS{EN FAS I—&fD%E. — M EMR (Citrix REFPIIEARSS) KETE FFia"RE
o

BRERAEEZFISN, ER5I1FETMRUTIRE, MU
o BREIEBIREMR,

« IREIEBIRANA.
« XM FAS ERIEBMANA,

BRI UEARERARE LE Tl EP— L5,

FAS EIEZHIEAEZRTIAM FAS RS, MRFE, EAIUEREN A AN EERS—D
BRS5 88 BT AZARSS
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&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules  Advanced I Connect to another sewerl Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EREIE PR

RE G 5 HMAR G M I B IRIEMRIE, FAS BT =1 Citrix IEPEREEB S FEA,

 Citrix_RegistrationAuthority_ManualAuthorization
+ Citrix_RegistrationAuthority

« Citrix_SmartcardLogon

XEARMR A BIE Active Directory A, B EBE R, ARREHE .

© 1997-2026 Citrix Systems, Inc. All rights reserved. 20
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&4 Deploy Certificate Templates
Important:
deployed to Active Directory:
- Citrix_RegistrationAuthority_ManualAuthorization

- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Domain or Enterprise Administrator.

consult the online documentation.

When you click "OK" the following certificate templates are

This step can also be performed manually. For more information,

-«

Deploying certificate templates may require you run this tool as a

BARAECE R 7T B2 (certificatetemplate B9 XML X3RS, XLESHRE FAS ZEEU TN

=R

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

ThisPC » O5(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates &
Name ’ Date modified Type Sz
Citrix_RegistrationAuthority.certificatetemplate 1 ERTIFICATETEM & KB
| Citrix_RegistrationAuthority_Manualdutheonzation.certificateternplate 210/2020 5:25 AM ERTIFICATETER W TKB
’ | Citr_SmartcardLogon.certificatetemiplate 2M0/2020 325 AM CERTIFICA M 3 KB
#
INRIERBALTEXERRAINR, HFERMHLER Active Directory B 51,
BFoIREERNR, AN SRR FFPTITUT PowerShell 855
$template =
[System.IO0.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
late")
$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService
© 1997-2026 Citrix Systems, Inc. All rights reserved. 21
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$CertEnrol.InitializeImport($template)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

%8 Active Directory IEFARSS

R Citrix IEBIERE, DAE—DTHZD Microsoft DAIFHME N KIARSS 25 E L X teiEtk, &
X GN{AIER=E Active Directory IEFRRZHIER, 1EEIR Microsoft 31,

BEEEIEBMANANRNAFR BAEED— T RSESHE LA HIER, EAKEIEBMANE KL
mEN

(A UER Microsoft IEBIMANATIESR & L HIEHER. )

© 1997-2026 Citrix Systems, Inc. All rights reserved. 22



Federated Authentication Service

&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

| & Set Up Certificate Authority X
o Deploy certif =i

The required templ  ImPortant:

When you click "OK" the following certificate templates are

published on the certificate authority selected below: i
o Set up acert Publish

o - Citrix_RegistrationAuthority_ManualAuthorization
The authorization t - Citrix_RegistrationAuthority

o . - Citrix_SmartcardLogon
Click "Publish” to p|

Publishing certificate templates may require you run this tool as a
Domain Administrator.

Authorize th

) ) ) ) Authorize
This step can also be configured manually. For more information,

Create an authoriz consult the online documentation.

Certificate Authority:

Create arule Create

A rule defines a sm|

You have no rules ¢
Cancel

Connectto C

Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

IRANEX S S IIEARSS

F RSB FAS BB, BEIRHEH|&EA Citrix_RegistrationAuthority ManualAuthorization #&#k 4
FIEBRIBER, AENELAEE EELRBIZIERIIERMANEZ—,
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X

&8 Citrix FAS Administration Console - connected to localhost — |

Initial Setup ‘ Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificata tamnlatas Deploy
£$ Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration

o Setu P acert Authority certificate to the selected Microsoft Certificate Publish
Authority.

The authorization t The CA_ Administrato{' must signin to the Microsoft Certificate
Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize
Certificate authority:

| Y |

Create arule Create

A rule defines a sm|

You have no rules ¢

Create an authorizg

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BREXRE, ERHIE Microsoft IEBIUANMTIESI 2 HIFFARIERT|ERF, (FAKE FAS TR
MUK BIRFAIRIER, IEBMANMER R B AMASIELIZIER, FAS RIECEFBELRLE,

FAS BIREHI G2 ER— DU e B, EIEEREEMA L,

7£ Microsoft IEBIANHERI G, GR|TAEES, ARNEBBEREEMEIIEL, NRE
Bk, FAS BIREHIGREREIGES, MREFEL, HHRERERER.

IFiIe Action View Help I

e 2oz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Mame Request C
4 é citrixtest-CA-1-CA R S— BEGIM ME... —tr - T b [ e o smmrim 37407 /3040 404 CITRIXTEST\FAS-1%

| Revoked Certificates All Tasks 3 View Attributes/Extensions...

[ Issued Certificates Refresh Export Binary Data...

| Pending Requests ;

| Failed Requests Help ssue

| Certificate Templates Deny

< m [ >

Contains actions that can be performed on the item.

FAS EEZHI o= et i2 A e XA RERE /17 #hETEl
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&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

C Authorize this service

Authorize

There is a pending authorization request on Cancel request

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

ECEXL

FAS fERFINISEIBINMAIES, AT VDA BERMNESIERER, EXH StoreFront 185,
BRIMNIEEUTHA :

o SEEFEKRIEPH StoreFront BRSS85.
« BEXRIEBHAFE,
o RIFERIERR VDA IHEE,

Citrix N 8% A default’BIFLNI, K} StoreFront TEEX% FAS B &iEKEZM,

EoI L RIBREZEEXFN, 5| BARRERRRFMIEBIANME, HNERENEERENE
MR, XL BT LA E N HAREA StoreFront BRS5288L Workspace # /8, FHHRBE B IE
INACE StoreFront fRSS528, LAIRGFMEREEXFN,

BEaE (SR LD+ e E|UEMN") LUSsHMNEIERST, ZmSRRELIZMNIAR
FHER. MM ETF B RS TN HE,
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&& Citrix FAS Administration Console - connected to localhost — O X
Initial Setup Rules Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default y E Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

ZESHEEATER

iR : BT MK BAIEPRIERIENR, XHHE Citrix_SmartcardLogon #tk, 2E 2HIEXEME
X (BBEEPER) o

IEBMANM © 5% B PIEBHABEREERMEN M. FAS XERMZ MIEBIMANM LS
BIERBNAH T, BEREERNEBMANERRSERARRATA" BERIEBIMANEE
#,

RIEREA | AWFRIBEAERETHZFITEE RS VDA ERE R UERIES,

o RIERRTFRERNER" FRA, #75%) —IBNATERIENERE, ARPESMNRIEEENR
lﬁlﬂu—f:ﬁo

s BEFAWFRIERER —BRPEEMRIEEERNFRIER. AZHEFRAFIEFIET, M
VDA £1EFIAHRBZEIR (B0 Intranet LS XA HE) BILUERA Kerberos B RS Fi#H1TIH
m, RtEAREBESIERNIER,

MREFRFRIERCER", WEKAERRIENTHAREHGENBTF VDA, IEREERE
WEERFH N NEBEEPUENBRERER. 5120, RFEI VDA RIEFH Web RS 35
#1T TLS H15503E, N Internet Explorer BILAEIZIE,
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AR | SN AR R ERNEMEEITREBNREME StoreFront BRS58ITENT IR HTF
FREXENR, SRS AD M REH,

“BEEFRENTEMEXEE, YWIEEEE,

AR

MRIEUF FAS BRS588 5 Citrix Cloud 55 1R, WEHEE A S, = Citrix Cloud AR
B, StoreFront ifRIARIF#REE, ZAILUFMEREIRIFLNE Citrix Cloud A4 StoreFront &L
BfEfH. HAM StoreFront (ERAFENIES, StoreFront IARINERIFAEA.

ARINMPR (RIFETEBH") ELEFAERNS. Eit, TNTEBBHAARITFERN StoreFront fRS528.

i Permissions for StoreFront Servers -

Security

GI'CIIJD ar User names:
& STF-1 (CITRIXTESTAS TF-15)

| Add... || Remove |
Pemissions for STF-1 Allow Dery
Assert Idertity ]
ok ][ Coos | [ ooy |

BRE! : FILAER FAS BERAFH VDA it BHFIRURALGET FAS fULIEBRAF SR,

- B VDA BRI IRIEEMLE VDA AJLAEH FAS BREF. VDA FRIKIASIFHITEN.
- EERAPNBAFEISEWL AP B UER FAS % VDA, BRPSIREAAIZAF,
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INR FAS BR800 5 VDA AP BVEARE, MATUESBIABR

Securty

GI’DIJD ar user names:

Domain Computers ({CITRIXTEST \Domain Computers)

Pemissions for Domain

Computers
Rehing Party
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Securty

EI’CIUD ar user names:

Domain Users (CITRIXTES T \Domain Users)

Permissions for Domain Users

User Authentication

=AM - 87" M Citrix Workspace WE| SR SN BN ZMMN, ZE#E] Citrix Cloud BY, ZB[IX
EIFRE T Citrix Cloud BIFINI, ZE3ER| Citrix Cloud f&, EFRa] LOE S %43 Citrix Cloud 2845
A S 32 BB SRR )

© 1997-2026 Citrix Systems, Inc. All rights reserved. 29



Federated Authentication Service

&& Citrix FAS Administration Console - connected to localhost
Initial Setup Rules Advanced
Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

— | X

Connect to another server  Refres

Deploy

Publish

Reauthorize

Create

Connect

h

%33 Citrix Cloud

IRAI LAY FAS ARS523 5 Citrix Workspace ZE#%Z! Citrix Cloud. iEEIRXE Citrix Workspace XE

o

1. EYRIREEIFH, E9&E#EE Citrix Cloud' 2 &5 &8,
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Federated Authentication Service

&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. EBREERINE, ARREE T

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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i 55 bl (X 32 fE Citrix Cloud,

3. BOMER— 1 M—I ML, ZEMIBHIIE Citrix Cloud FEFHE, BXIFAER, B8
i%] {5 Citrix Cloud SEAAHIZ So

&4 Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:

|

Confirmation Code:

POQESODAR

Summary

( Waiting for confirmation...

= a=B

4. EMEIIERINE, M TRSIRPIERFRFEINERUE.
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Federated Authentication Service

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:
Summary

Confirmation Code:

™I

“
Resource location:

My Resource Location v

&4 Connect to Citrix Cloud — O X

5. SNREA, EREFIKF, AREEEEE FAS RESBNHRME, LEHME, AR XHABIA

B Mo

6. EEFEMMER, ERAMEMNZEIZMN, BET—F,
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&+ Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

7. EHRELY, BEFEmUGER Citrix Cloud &,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud

Citrix Cloud &7F#f FAS BR5528, FRHEHERTEER Citrix Cloud tk P YRR E T1E Lo
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==

A FAS RS ERIAMA AP IES, AR F2FIA1E Citrix Cloud # Citrix Virtual Apps and
Desktops.

M Citrix Cloud W%

M Citrix Cloud ZRAIEMIBR FAS BRSS23/5, 20ACitrix Workspace XERPmL, 7EEREER) Citrix
Cloudi%EEEHH,
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Federated Authentication Service

el
=
ANHHNXERMTHE XKBIFMIIEARS (FAS) WERELEMEERERE.

BXER

« FAS ZENVIRIRENEESZ HHE ZEMNEE X&

- (BREBEZEN) XERMTEE FAS RMIVHREE, UKERHE XE & REMIEMXEAv#EE.

AP ER BREE SR IWIERSS

AXNATEZSHPEERSRME (MSP) EHRERKS R MIIERSS (FAS) WF R, B X1F4
ER, B85 SE5HM ! Citrix IRSS1RHES DaaS,

TR

« 1Z8E Citrix Cloud EEFMFFUERNEERAANR. BXIFMAER, B2 EXEERNR

o

- IBBIREMF-MSP X%, BXIFMER, 152R EAT Citrix IRZIRHMEH Citrix DaaS,
Ao MSP ZF
1. f§A Cloud Connector f Active Directory 13 a]{# Citrix Cloud {# 8,
B REREESR FAMERZEMZEREE Citrix Cloud,

IO 5 AU PERIEE X BXAVITE S AMAERERE > 5 T A,

B Citrix Cloud x  + o _ = X
<« C Y & uscloudburrito.com/identity/domains 2 %« 0@ :
= | cilnx 2 @

“ ldentity and Access Management

Authentication Administrators APl Access Domains Recover y

+ Domain C Refresh | (] Show Unused Domains

Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v

MultiFas.local .o >

Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector
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Federated Authentication Service

2. HEEXEEIE,,

VR, ARRETAXS (.), BRE EEKSH.

B Citrix Cloud x N

< C (Y @ uscloudburrito.com/identity/domains

= cinx

© |dentity and Access Management

Authentication Administrators APl Access

Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v

MultiFas.local

Forest: fasmuilti.staging
Forest Preferred Connector Type:Cloud Connector v

Domains

+ Domain C Refresh E] Show Unused Domains

Recovery

Manage Federated Domain

Disable

>

WEEAHEE +o ARRE MA.

1 available customers

Search...

Add or remove customers to create a federated domain

Add all 0 federated customers

FAS Tenant1 with service profile. -+

( Cancel )

3. WIEXEXRVREFETHEA o

WHBAENE, EREFEFIE S, RIBRERIE SGMBRER > 15 T
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IO X BXRUIR R B 17 7E THH P # (/en-us/federated-authentication-service/2305/media/fas-verify-

domains.png)
iR[E] MSP &,
4. &BE FAS ARSS2FFEEME Citrix Cloud,

7EFH BV Citrix Virtual Apps and Desktops #JRFTTERY Active Directory (AD) MAIZEE FAS, ¥
FAS E#%]51% AD M X BN R IRAE, BRI FAS IRSER, 1581 REMKE.

5 BREEPER
HEFRERER FAS
- ILEEHNEDIREIER (1dP)

VIRBFEAZR. %3 SORMBGIREE > SHEIE, EEEEN 1dP HERAD 5 IdP [F
Zo

- RNEFERA FAS
23 TEXEE > BHKiE. “REERENSRIIEFHER FAS,

E A FAS 8 (/en-us/federated-authentication-service/2305/media/fas-enable-tenant.png)

Bia

EMIBRTE P BVBR S 2 5iMIBR MSP I FEE— 1B, EMART U ATAFREE FAS, ERTFiZ
IARBEET MSP #1, FAS SR K,

Azure Active Directory B R & 5

Citrix BXFBH D IIEARSS (FAS) NENI AR EIIENIE (VDA) IRIHBESE R (SS0), FAS @it
[ VDA IR B FIEPRLI SSO, VDA fERIZIEFME Active Directory (AD) liEBEF 515, BF
VDA £iEf5, THEHIWUEENE A AD HiF.

BE, Azure Active Directory (AAD) 251 AD 1 AAD Z[a#17E%, MmABFMiTENE
BERM. AXNATEER FAS B, M VDA RIEAEELI AAD SSO FRENFINNERE, XIF
R X REEHIIEENAAR AAD RIFEIN FFERF
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Federated Authentication Service

FAS TREFSHECERIRLY SSO AT AAD,
IEREE FAS RIERIEHR,

1B LAUE AT ARY FAS,

RO LUEA 1 FAS BIEfahA VDA,

. J

AAD SSO MU ABLEE TR :

AAD B{RRIFIEH VDA BMA VDA BE&MA
tE £ AAD 4 SSO £ AAD EFEBH SR
JE

BX& 3] Active Directory BX& 7£ ADFS EEH Windows & HA{F WS-Trust

B 5IEARSS (ADFS) LN certificatemixed i = 2 /5 A
BREEE=ABHRMHERE ERBE=ARRAR FERBE=ARRAR

« L& AAD I 2iEFA P B0 WIETE AAD 1T, BREF AN, AAD FHPLIIE,

« BXE AAD 15215 AAD IRE N EMIIEEERE EMAIERE, fial, EEME] ADFS 558
=H BRI,

« JEATNIAR VDA EINA AD #1 AAD B VDA,

EMAER VDA

3 FEAALE VDA, ETLUER Windows SR (54 F#RER Windows SHRIESR
Kerberos) SZI3E AAD B9 SSO. MM VDA DIEHiIEE AAD (RIPHIR IR, 5T
AAD HISHKIE, TESRT SRS HIIETE |
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Federated IdP AAD
or ADFS
A
4. Authenticate
! with Windows
4'. If federated, Authentication
2. AAD-protected | 3 cpq enge 6. Access Windowe
app is accessed with token ows
without a token Authentication 5. AAD token
happens at
the IdP
1. User sign-on to the VDA
authenticates the user A
Domain joined VDA to AD using the FAS user
certificate Domain Controller

BFEMATEURT AAD I 2 HEENIEEEREM.
BEXHE AD IHIREMNEER, 15818 TEREREF,
JHFEXESE ADFS B9 AAD i3, i57E ADFS RS 28 /2 A Windows Z12%iE,

N TFEXERIE=A MR MHEN AAD 18, FEELUNBRA R, BRRENSDIRMHE I KE.

B eI LORF A3 A RY VDA 5 BV R A =R TFES AR VDA, B2, TR FAS BBFRS
4% AAD ERIFTSHE (PRT),

EBRIMAR VDA
EETIAR VDA ERAIA AD #1 AAD, HEFRERE VDA, SEIEUTIH :

« Kerberos EiFHZTEIE (TGT), AFM AD HFEHITERRIE
o ERIFSHE (PRT), BFM AAD RFRH#HITEMRDINIE
PRT 8228 X BFRFMITENNER, NEXLE, IEEMNEBT AAD &4iHin SRS,

T FAS i@id [ VDA IBRIEBRIEAF &1, RtkRBEESLM 7 EFIEHE AAD BRRIERD
8EBIE PRT, TEIERT 23N EHMIIETEE :
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AAD Federated IdP
or ADFS

4. AAD PRT| 3- Authenticate to AAD 3'. If federated,

with FAS user certificate authentication
certificate happens at

the IdP

2. Kerberos TGT

1. Authenticate to AD

with FAS user A

certificate Domain Controller

Hybrid joined VDA

BEATIE AAD BT ERE R SR

FFHEER AAD 13, iBECE AAD CBA, B XIFHER, 15215 Azure AD ETIE B S0 IEHEE
i, VDA fEF8 AAD CBA GBI B FAS iEH M\ AAD WiEAF &4,

Microsoft X#5fEh T EAEEFIERER, BEERANERTER FAS BRIEBER

FFEXE R ADFS BY AAD 13, VDA fEF ADFS BRZ523H9 WS-Trust certificatemixed Ui s21833 FH
BY FAS JEPE AAD BiIEBEF &5, Ltim=EAE R,

HFEHEERIE=HBDIRMERER AAD 15, TIREFEERLNBRAAR, BHIREEMIEI WS-
Trust certificatemixed ix . BRGNS D IRHFE I KEER,

IEBIAHHECE

AXNBEEBHWIERS (FAS) WERECE, WESIEBMEANH (CA) IRSZBERM. FAS BIE
PHERZIFHPAZHECE, XERBEMER FAS 1219 PowerShell AP, EHRITAN RRIEMR
BHZ I, ELiZE & PowerShell FIEAKIIN,

KBS CA JRSZ2ELUTE FAS {EH
AT AFE OV SRR AR, fEFR FAS BIRIE| SIS FAS USRS CA
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&3 Edit Rule — | X
Edit rule "hello"

Template Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.
In-session use
Name Status
Access control Template available
Template available

Restrictions

Summary

¢ >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

IREERIFRE CA ZRDA TR Citrix_SmartcardLogon IEHENR  (FEEFN IR ZF A EENR) -

INRIEFRZEERRIRD CARKMATFRIRNR, 158% CARIT IREIEBMANI T,

RGBS CAHIT BIULARS P8, RAELSRAEERIGER AT ERER
CA.

FATT N E

FHHEZ CAIRSIOCE FAS IRSZ 238G, AP IERBEMMEFREEEERN CARSEZE D L. It
o, MNREF—PBEEER CA RSB/ REMKIE, FAS IRZFIHUIRES— 1B CA BRE85.

BdiE Microsoft IEBIMEZ WA LLIHIT TCP 510

ERIANEIR T, Microsoft CA £/ DCOM #1Tih1A, XELMHIAIBER S M TIRER S E 24,
Itt Microsoft Fefit 7 —FhtiRFIEEZS TCP ImOMIME. 7 Microsoft CA L, {EFH
Start>Run>dcomcnfg.exe ]/ DCOM ECiEEMR, BFF Computers>My computer>DCOM Config
LLE 7R CertSrv Request T2, $A/S4w4E CertSrv Request DCOM N FRIEFMEM :

© 1997-2026 Citrix Systems, Inc. All rights reserved. 42



Federated Authentication Service

CertSrv Request Properties L?2] X
General | Location | Securty | Endoorts | identty

DCOM Protocols and endpoirts

T ... defaull system protocols

Select DCOM protocol and endpoint N

Ssetect the DUOM network protocol sequence that you want to
=y~ Bdd Enterthe endpoint datals and dick OK when you have
“ finished

Protocol SW.AE“W‘ Cormechononented TCPAP W

[isable protocol sequence
Use defaut andpoints
®) Use statx: endpoint 300
Use intranet range of dynamic endpoints
Use intemet range of dynamic endponts

oK | | Cancel

Leam more aboul aefiing these progenes
ok || Cancel
FE R Endpoints” MUER RS IR RIFEE TCP i[OS (LEFHI 900) -

&S Microsoft IEBMANMFFIRIIERIERK, WNRIEIT netstat -a -n -b , BV IZEEE
certsvr IE7EPrIRC 900 :

TCP 0.0.0.0:636 LISTENING
[lsass.exe]
TCP 0.0.0.0:900 LISTENING

[certsrv.exe]
TCP 0.0.0.0:3268 LISTENING
[lsass.exe]

TCP 0.0.0.0:3269 LISTENING

TEEE FAS fRE2: (BEMNEMERIERMANEAIITEN) , KA DCOM A RPC imO#1T
s, UEFIHEEFH DCOM BY, EREETIIHIRSSSE LA DCOM RPC ARSS, FHiERinn4E
B DCOM RSB35, Xe=fA&inO 900 317, HH DCOM RSB 21577 FAS RS2 UNAER,

FERAFIES

£ FAS IRSEBBHFERAFIERE, AFRFNERNEREESEE. UTHBAINBTHNRARIHZS
™ FAS Ar352s5Thltbi%{F.
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FREY Active Directory AP35
IR LLUEIE E IR AD FIFBPIIREFMERIXHES (FU0 .csv XXH) RIGHERERM, WTFFIFTR.

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($Searchbase -ne Hn){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser 2— AT EMWAFSIRNITE cmdlet, ERAIZE—NHiLsSE, BTFRIIE
B8 UserPrincipalName B IR&E 9 “enabled” YA o

SearchBase 2#48/)\ 7 7£ AD FIEZRAFREE, MNRERLE AD FHFRERF, AIUERILES
. AR EEWAREERREIRERF,

CSV XHARBW T -
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Bl user_list.csv - Notepad

File Edit Format View Help

"USerPrinci_EﬁNamE"H
"testuserl@bvt. local”
"testuser2@bvr. local”
"testuser3@bvt. local”
"testuserd@hvt. local”
"ucs38@bvt. local”

"ucs3io@bvt. local”
"pmeAn@Blver Ta~a1"

FAS fR5S35
LU PowerShell Bl A<3REX 2 814 AY B9 A R 53R F+ 612 B P IEB5I5R,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console
$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule

© 1997-2026 Citrix Systems, Inc. All rights reserved.

45



Federated Authentication Service

INRIEBZ FAS IRSS2:, FERPRIEBRERMR | —REERSHRF, Z—REXEZRBR
S5aaHo
EIAER T4 v default BRI, SNREFEARRBIMN BRI (Fladhello”) , RFEELHAHR

$rule ZT=ER0A],

& Citrix FAS Administration Console - connected to localhost
Initial Setup Rules Advanced Connect t

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule
Default IZAU| Summary
hello o W

I Rule name: hello I
Status: OK
Template: Citrix_SmartcardLogon

ST EMVADIED

INRIEEERZ N FAS BRSSE8, 1ERILIERTT FAS BAGES, MAREMEERNAF.

EAT LUER GUI EFIEMN FAS -
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&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FERIA T EY

1. SIEFIEFGES | New-FasAuthorizationCertificate
2. I TFHFEAGERR GUID, % GUID I Fé$iR[E] ¢ Get-FasAuthorizationCertificate

3. I FAS RSB/ BEFHIPIET . Set-FasServer -Address <FAS server> -MaintenanceMode

$true

4. MEFHIFZALES | Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

5. & FAS [REZEIBEH4E3P1ET | Set-FasServer -Address <FAS server> -MaintenanceMode
$false

6. WIFRIEBAYIZALES © Remove-FasAuthorizationCertificate

BEXER
. REARE XER FAS RENRBNIESERN,
+ BB SRS BN BRI ERHITT B4
. BIRIER R X EE B AR B ERERN .
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FhEAERIP

=T

IERTFHETE FAS IRSS 28 ERVERATUBUREEF. XEXBIFATAET FAS ARSS SR BIMLEARSS 1K 7248,
HERIMTIEARA FHo

FhEAEMRIEE

o 5FMAADIEPE X BXAYELER, 3RE Citrix_RegistrationAuthority IEH1E4R,
« 5EPIEP XEXAYFELER, KB Citrix_SmartcardLogon JEHER,

S5 LB RMSEMAIMIES | Citrix_RegistrationAuthority_ManualAuthorization (BAINERKERH 24
/\BY) # Citrix_RegistrationAuthority (BRIABEREERFHE) o

EEE B MIIEARSS (FAS) BEZEHI S VIRISEETFIPE 3 P, HEEHIWINET, FAS IR
SRSER—1NEEX, HEIEBM AN A3Z Citrix_RegistrationAuthority_ManualAuthorization
IEBIIERERIFEK. XB—NREIESR, BABEMEA 24 /N, IEBENEA S Bohiik ik
5 ik R EIR R TIERMANIM _ EFohii. IERMAL FAS IRS28E, FAS =fFH
Citrix_RegistrationAuthority_ManualAuthorization JE$ B &h3REX Citrix_RegistrationAuthority JE3
(EHAESHEINTE) o FAS PRSZESTEIREN Citrix_RegistrationAuthority IEPfE, SI7EIHIER
Citrix_RegistrationAuthority ManualAuthorization FJIEFHFZ A,

S EMAAIIES X BRBVALATA% 58U, B EMAIAIERREEDIFAB AR EA AT MR PE
BERNAPEMAIERIER. Fit, ZHIEERNERMASRTUENZETIERRFERTFR,

IO LUBRE FAS BRE28, URTBEBEALZTLERMNARRIFAE, FERAUTAHEZ—:
« Microsoft 38583 RSA 1 AES NNEIRSZIRHFIZF o Microsoft R FAFMHEIRHEER, BT M

MADIEBF AP IEBHIFAER.

- HMAEZEEEEER (TPM) BB Microsoft FERAEFMEIRMEER, BT IMIAIERAIE,
£A, AR Microsoft 38588 RSA #1 AES INEARS1RIHIZRFE Microsoft I EHFMEIR TR
F, BFREFIEBEAE,

o BHLZLIER (HSM) BN EIINEIRS R PFERERER (FF HSM18F) , AT MG
WP A IEBFAER.

AR EIRE

FiE FAS UERAX="TEMZ—, FRAXARIERRIE
Citrix.Authentication.FederatedAuthenticationService.exe.config X{f. ZXEFHERIAMIEE FAS
fR5588_EAY Program Files\Citrix\Federated Authentication Service X3,
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<2?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!—— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ ——>
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] —->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!—— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.LogLevel"” value="3" / ——>
<!-— Logging: Event IDs to not log (comma separated) —->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress"” value="" / -->
<!-- Logging: Disable Key Management logs —-->
<!-— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ —->

</appSettings>

<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS (XTEARS EohE AL E X e MNRER T EEME, NHMEFHESH FAS FREFHMIEEEN.
7E Citrix.Authentication.FederatedAuthenticationService.exe.config XEF RN T ARG B X E

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderLegacyCsp (£ CAPI #1 CNG
API ZEIHJHR)

& p=3 >4
= {E/H CAPI API

false (ZRi\) {#H CNG API

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderName (E{FERHIRHEIEFELTT)

=] P

Microsoft 18583 RSA 71 AES NIEARSSIR 12 2RIA CAPI 1R1EFERF
53

Microsoft B4 AEEIRIIZF ZXA CNG 1112 F

Microsoft T BB AFERHIER AIA TPM IRIERERF, B, TR TPM
BTFRP%ER, & TPM BFEMNMAEER.
SNRIET T EBLIFIRHIBTT FAS BRSS25,
BEEWEN TPM MEBWEERREFHNTE, T
PR E SRR,
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=] p=d 2

HSM_R7S CSPI&ZsAEERItER EEI HSM v mte . ZERENEmR. MR
B RITEEBUEIRERIETT FAS BRSS8, 1BE
1’@ KB HSM TNV, THREESZIFERIL.

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderType ({X7E£ CAPI API B91ER T &
)

=l p=d

24 #RIANE. 15 Microsoft
KeyContainerPermissionAccessEntry.Provider
Type B PROV_RSA_AES 24, WR£EH
24, FRIEESE HSM 5 CAPI £& R A HSM
MV ESEME,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyProtection (2 FAS EEH1TARIR(E
B, EERALAEENE) EHALPNTSH RS, WREHZR, WATFER TPM EifF
fifho

E put 2
TR FAEARTIUAF Ho
GenerateNonExportableKey FRiko AT AESH.
GenerateTPMProtectedKey FAEBER TPM #H1TEIE, APETEE

ProviderName A#gERY ProviderName 77i#
(540, Microsoft Platform Key Storage
Provider)

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyLength (38 EFAFARINIA/)N)

=] AR

2048 2Riko WRILUER 1024 3§ 4096,

EBEXHREUERARRTUT (RERIAMEUIEET)
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Pl-r:;;(ic;r “True” “False”
CAPI API (CNG API)
CSP ( ‘ )
Crypt 32 Lib CNG Lib
Micrc:oft/\
Provider EnhandcicésRSA HSM Vendor HSM Vendor Microsoft Microsoft
an ) Ksp Software KSP Platform KSP
Name Cryptographic il
Provider
Provider
Type
Key Generate Non Generate TPM
Protection Exportable Key Protected Key
Key
Length ‘ 1024, griiE:Wor 4096

EEARERG

7fl1

Ik~ 3B = T 6 Microsoft Software Key Storage Provider ZZi&89;EMANAIIEBFA AR A P IEBFL
£A

XRRINNREERE, THREMANIARE,

=l 2

tRPIETRT @ Microsoft FaFEREFMHEIRMEFREMIDIEBILREMETE FAS RSS2 ERE
FEF TPM F1, LUK fER Microsoft 2R+ & RFEIRMAZFZ MR FIEBBIFAR.

75 R=RIZIER FAS ARS8 £k EBY TPM BARIE TPM HISERINISTE BIOS FIEA, ARTE
Windows H4J481t ; 15EI% <https://docs.microsoft.com/zh-cn/previous-versions/

windows/it-pro/windows-vista/cc749022(v=ws.10)> .

fEM FAS EBIHIA
FAS BIRHZEFI S TERITELIIBERIER, RIEAENERT, RIEENAR DI EMHIMIE
PHRHTELIEPZERIER,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 51



Federated Authentication Service

1T FAS FIRRIGERY, ESEIEPERINGBIEBMANMZE, BEEBNERS2H (BRBFEYH
B 3)

R BTN TESATITREELEEX G -

<add key="Citrix.TrustFabric.ClientSDEK.TrustAreadoinParameters.KeyProtection™
value="GenerateTPMFrotectedEey" />

SABEN I FAR

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —-—>

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedRey" />

<!-— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Loglevel"” value="3" / ——>
«!-- Logging: Event IDs to not log (comma separated) —-—>
<!-- add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" value="" / —-—>
<!-- Logging: Disable Key Management logs -->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework, Version=v4.5.1"/></startup></configuration>

Hit TPM REIBZBAKE. RIABIAEKEN 2048 i, EHRFRIEE CHNBESIFNRAKE,
S 2 . |FETH Citrix Federated Authentication Service W MBRE S IEEVE,
BB 3 BIRS,

B4 MEBMRNMRSSFFNMAFRIENIERIERK, RECEMMIERE, EEEN SR
BEFVFHNTRE 3 FTAEE, LY, EMVIEBFIARTE TPM RER. RINERT, IEFHE
WHEAA 2 o

EHICEMVIE BT R T EATEMETE TPM &, EFERLLT PowerShell f3%, RIS EMIME
IFBHFLAEATERETE TPM &1, NIl PrivateKeyProvider FEXISE &} Microsoft Platform Crypto
Provider .

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

SB5 . FREXHHELOUATRE
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<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.EeyProtection™
value="GenerateNonExportableKey"/>

RE FAS AIVERE SR TPM RIPERAFIES, B TPM BfHX FAREERTREXIS,

LB 6 . EFEH FAS, XRBHIRSEFRIECE X HH RIRERRIE, FEEHIBEIFARIRIER
TMAFIERER ; XLEARERRNRAEMET TPM R, MZFEA Microsoft G EAF AR HIE
o

SB7 7L FAS EIREHI S ERMUET+, HER ZEMEE PmRIEIRE.

{5 PowerShell

RJLAERS PowerShell B&IFICEMAIES. XERTARLEHIEBMANBIELIERERE
RO EMIANEPNALR, ETEER FAS BIEEH S #HTELEMYMIERERIER.

LR 1 EEREEEG TR FAS EZERE, NFERRANTR | ‘BB IEBER T IREIE
PR

&2 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules  Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

0 Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.
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R 2 EEERMANMRS S L, RINEBER'MMC BRI, ARESE
Citrix_RegistrationAuthority_ManualAuthorization #&#y, FAS%F & HIHER,

EREINET £, BRRITMEYH. FIREIFR, BFA Offine_RA, BXEIN 2 F !

Subject Name | Server | lssuance Reguirements
Superseded Templates | Extensions | Security
Compatibility | General | Reguest Handling | Cryptography | Key Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2| | yEErs W | | ﬂl | days

[ ] Publish certfficate in Active Directory

[ ] Do not automatically reenroll if & duplicate certificate exists in Active
Directory

B3 EEERMANMRSSE L, FNEBMANA"MMC EI2%8 7T, ARBHIEBER,
TR, AR EEMARNIERERR. ERERINI SRR,

S, 4 7T FAS IRSE 23 EMNELLT PowerShell cmdlet :

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

S5 . 1E FAS RS20 TPM FRAERY RSA FEAx, FHiBid7E FAS BRSS 25 i ALLT PowerShell
cmdlet REIBIFPERIER, FE : FL& TPM [BRIBHAKE, BINFAKERN 2048 (i, iHEZH%
FEEERMEG T IFNEBKE,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of FAS

Server>
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BN

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.auth.net

BRI

PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

: 38be3a38-9e67-494a-bsfc-cesfe321dilf
: [offline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

¢ WaitingForApproval

E]

Id GUID (fEitt =" /9“5ac3d8bd-b484-4ebe-abf8-4b2cfd62cal39”) 1EIGE S BHhEMNE
S

« AIRfIE PowerShell cmdlet (PA—RIEBE", BT IEMTAMIEBERMFLA.

* SE17IE cmdlet BY, FFOE FAS Bt NECEXHHIEEE, UREEERNERAKE
(BRINEH 2048)

o HFELFDD PowerShell oY EMYAIEBFAERIRIED, -UseTPM IRE A $true, Fit
RESBRXEREER TPM FREIREARLENE,

« BTt cmdlet AR EHECE X FHRIEIKE.
- E/R4BE) FAS BB A FIEBILRR(ERE, FHER FAS BEIIF M H4HHIREEIE,

o WAIUERCE X AT KeyProtection {EI& &/ GenerateTPMProtectedKey, = FAS RS
BRINA R FIEBUERSZ TPM RIPEVE FIEBFAFART,

RIEREER TPM £ T EAX, BEEMERMNEY, &BEF FAS ik3588L Windows EHEHER
PN ARERBE.
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14 Mone
16 Mone
15 Mone

(D Information  22/07/2019 12:58:42 Citrie.Fas.PkiCore
G:) Information  22/07/2019 12:3%:41 Citrix.Fas.PkiCore

11 Information 22072019 12:5%:41 Citroc.Authentication.Federated AuthenticationService

Event 13, Citrix. Authentication.Federated AuthenticationService

General | Details

[515] Administrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation: e61a73d7-bbe1-44af-8d21-

1159d364d82e]

R

Application Number of events: 3
Event|D Task C...

Lewvel Date and Time Source
14 Mone

@ Information  22/07/2019 12:5%:42 Citrix.Fas.PkiCore
1 Information /0772019 12:59:41 Citrix.Fas.PkiCore
@Information 22/07/2019 12:5%:41 Citrix.Authentication.FederatedAuthenticationService 13 MNone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:: Create [|dentifier afae7c8d-53ff-4cf6-bd96-75fa3eb0b6d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:

False]

IR . 4RMHA2F . Microsoft Platform Crypto Provider”

SR 6 . FEBIERED EHRIXARERT, HARERFIBEEIFANXEX S,
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E usmcertreq - Notepad I;Ii-

File Edit Format WView Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIZERMBEGCgmSIomT8ixkARKWEUNpdHIpeFRydXNERmFicmljMIIBIjANBgkq
hkiG9wBBAQEFAAOCAQSAMITIBC gk CAQEAwAtwoCLXJul 3y IscT8Y 5/ 7zuYgBhbHkhZVIwTHNFROXW
ThCMwi7XAYpTEVCbItgiFY /95EBa95tGeTVpelibbgk o Cdxydc 2BwX6INZrLi9hAF1bINFPErz+
vbGIY KUK EKI5 IpGgYWjUEDzKiQFaob3Dkh /pwP3V78cEYthxBECFbalNIMHOEFbepoSYOCATunXW
snwIbXD91lc/FGyN/IFI4PAFbNrjEIOHC+48y /WsPgPRgcq9X¥BwRjzpGj0gORo]S9g220Y5PwD 7Y
FF v EvoQkRy SNXOCAT J+xxYEPLp9JulaE WX rTIG+XP35nG,/oCCPit7iUIIc9FjGa3gTUQIDAQAR
olAMwDOY JKoZThwcNAQENBQADggEBATIVEjROXWHIvztpjxPel zAWBsrLpOsCFNdvYn9u+1718Gsr
Atul juQ+AndY2Rw7bbpxEICVErqdSty+witPnlUioAfEelglVht 2RVFbEd7Ns6+Mc+F5bFeglHsBC
Y1ITHNOtmcHFKtdLoz585E+t0w39MProEj 3p 76wk 7HrGY+QSbFD38rbL19Z5cFNYYgMbs gyMedREF
35magQiN3C8lygT8z1iF4132x1ImQrP /AXQvr1F+TO15PM5Fx] JOPEKWopWTY ZXGz5ClufxevcB1K
+ETHIt QY IMExw3+6TLcFul@j rd8KIjTdC5S5MU7 L IulajTNISZ+1eMB1TATOI NG /ABT 0=

————— END CERTIFICATE REQUEST————J

< >

SR 7 . BT FAS ARS8 ERY PowerShell EP%E]\L(_FV\]@, FHEPELIERIZRAIEAIE PN
R :

certreq -submit -attrib "certificatetemplate:\<certificate template from step

2>" \<certificate request file from step 6>
fan -

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\Users\Administrator.AUTH\Desktop\usmcertreq.txt

ETRUTARR !

PS C:\lsersifidninistrator AUTH* certreq -submit -attrib “certificatetemplate-0ffline_RA" C:iUsers‘\Administratoer. AUTHADes
ktophusmcertreg.txt
fictive Directory Enrollment Policy

%:F?6160E DBOC-4D21-AGFD- 2E295ﬂ21??32}
ap

AT AT RE = I IEBMANETI R E O, HRFIRAGERMANMERNERT http (TAER) #0
DCOM ([EZR) Fft. aIERATA, 15i%EE DCOM &I
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Certification Authority List |L-

Select Certification Authority

CA Computer
El CG-DC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local /[CG-DC

CG-DC-2-ER-CA (Kerberos) rg-dc-2.auth.local

| (8]4 | | Cancel

EEIEPMAENMIIE, PowerShell S¥E7R RequestID :

PS C:\Users\Administrator.AUTH> certreq -submit -attrib "certificatetemplate:0ffline_RA™ C:\Users\Administrator.AUTH\Des

ktophusnmcertreq-txt
Active Directory Enrollment Poli

{hF'."MﬁllE OBOC-4021-A4FD- 2E295I]21?TI32}

Certificate request i1s pending: Taken Under Submissien (0D
PS5 C:vUsers‘Administrater.AUTH> _

SB8 ! EIEPMANMARSEE L, FIEBMANE MMC EIR&xdh, REHERNIER 12T
K ID. AEARBIZIZERHERME"

LR . REFBMRMER TR HEINNHLRES (EKID KZTE) o WEFTHIER, ®F
HRER AT+, 2 EHBIXME . EBSHASER. BET—%" AXGRIEFEUATIE
In :
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Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {CER)
() Base-64 encoded X.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
[]1nclude &ll certificates in the certification path if possible

() perzonal Information Exchange - PKCS £12 (,PFX)
[ ]indude &ll certificates in the certification path if possible

[ ] Delete the private key if the export is successful

[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

KRB TAINEERIEEFFA - PKCS #7 iEH (P7B)’, HEXTERMNRETEE, QIREPRES
HFREIEB".

IR 10 . [HSHANEBXH E HIF FAS fR$B a5 L.

HIB 11 BT FAS BRSEZ 28 LA LLT PowerShell cmdlet, fEEMAMIERS AR FAS RS2
h :

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcaTCertificateFile <Certificate file from step 10>

fian

Import-FasAuthorizationCertificateResponse -address fashsm.auth.net -Id 5ac3d8bd-
b484—-4ebe-abfi-4biZcfdb2ca3® -PkcsT7CertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

BRUATAR !
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PS C:\Users\administrator.STU> Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-4ad6d-8
ae-1ffo9g8boc2705 C:\Users\administrator.sTU\Desktop\TPM_FAS_Cert.p7b

1 74d427ff-c55b-4d6d-87ae-1ff98bec27es
: [offline CSR]
1 978816¢cd-8b21-4695-8c5d-88bb7df1816b
CertificateRequest :
status : 0k

EMINEMAADIEBRFAAEREGETE TPM B, JEERLT PowerShell 8855, S1REMAIATIES
BFLERTERETE TPM AR, NIl PrivateKeyProvider FERJFIIE S Microsoft Platform Crypto Provider :

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

BB 12 XF) FAS BEBIERE, AREHEIE,

&% Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules Advanced Connect to another server  Refresh

Complete these setup steps:
Q Deploy certificate templates Tl

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AR BRSSP BHERELERIC.

H; 13! £ FAS EEEH R E MU ET £, HRE ZEMEE PAmbRIRE,
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=3

It RPIEEFEE HSM RECEMTSIEBAAMA A IEBLE. RHREEEE HSM. &Y
HSM BB RMERFSTR, FIUI“HSM_Vendor BVERTFIEIRIEIZR",

RGN EBULIFIRPITTT FAS ARS8, 1BEEER HSM M BN T BEERF .

SR 1. EEAEEEHOHTT FAS NYIKERE, XTARIR NS R | “SEIEBER N IREIE
PR

&$ Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

SR 2. EFIER HSM RIS, UAEERR HSM B9 ProviderName BN A1, MNRER
HSM fEF8 CAPI, NIXtEAH R gE R iZigF2FF/9 Cryptographic Service Provider (CSP), #15R
&89 HSM £ CNG, NI rIge ¥ iZiR Bt 2FF1/0 Key Storage Provider (KSP).

B3 BN T AXRIEBEENH -

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadoinParameters.ProviderName™
value="H5M Vendor’s Key Storage Providexr"/>

BXHOENETROT -
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<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!—— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider'"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ —->
<!-— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -3

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel" value="3" / —-—>
<!-— Logging: Event IDs to not log (comma separated) ——>

<!=— add key="Citrix.Ruthentication.UserCredentialService.Systemlog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs -->

<!—— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

I =ERIER HSM {8 CNG, At ProviderLegacyCsp EIRE RN false, fIRIEAY HSM EH
CAPI, N ProviderLegacyCsp {EMNIREN true, BER KL HSM H X, UBEERH HSM
8 CAPI X2 CNG, HIFEFEH HSM HE S, TEIEXTT RSA BIAE N FINEAK
B, FEibRfld, BHKEIRENBINE 2048 i, HRIEIEENFHAKESEGHIF,

LB 4 . E|EIET Citrix Federated Authentication Service W MEZE X HEFiEEE,

WIE 5. 7f FAS BRI SHMISEEN TR R HEIN, £ HSM RERLER RSA M FH el
EBFZIEK,
S 6. BIIFFRPEMNEBEE HSM AR, 1B5HE Windows BHHEFHNAREFSRE :

[516] PrivateKey::Create [Identifier e1608812-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable: False]

AR IRMER | HSM B EAEERHIZRF]

SR TUEBWANMEARS S L, EIEBMANE MMC &, EEFLEBERTR

Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
@1&? ————— BEGIM ME...  The operation cempl... Taken Under Submission 0770472016 1404 AUTHLUCSHSMS

ARBEERAEERERR.

AR BAULRS SR ERFE LIRS,
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&& Citrix FAS Administration Console - connected to localhost
Initial Setup Rules Advanced
Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

Create arule

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

— | X

Connect to another server  Refres

Deploy

Publish

Reauthorize

Create

Connect

h

S 8 7£ FAS EIRIZEHI o ERMUET +, FERLENIEFFmhRmEIRE.

FAS iEB7E68

FAS &R FAS Ar3528 LRI Microsoft IERBEFEREFMEEIER. CERAMRANEIERE,

BT EMAMERM GUID, IE7E FAS RS 85 i ALLT PowerShell cmdlet :

Add-pssnapin Citrix.a&ast;

Get-FasAuthorizationCertificate -address \<FAS server FQDN>

{5140, Get-FasAuthorizationCertificate —address cg-fas-2.auth.net
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S C:\Users\administrator.STU> Get-FasAuthorizationCertificate fas.stu.net

! e3044634-6790-4de@-a8ee-d599bbe47ad7
: [0ffline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

END CERTIFICATE
Status : WaitingForApproval

PS C:\Users\administrator.STU> _

ERIAFIERTIR, BERIA -
Get-FasUserCertificate -address \<FAS server FQDN>
40, Get-FasUserCertificate —address cg-fas-2.auth.net

PS C:\Users\administrator.STU> Get-FasUserCertificate fas.stu.net

ThumbPrint : 2A81185BBFEB696188F5FDE6GFACBFBEFBAEBSOCS
UserPrincipalName i stuart
Role : default

CertificateDefinition : default Definition
SecurityContext
ExpiryDate : 15/07/2021 16:34:50

£ HSM 7Z6&FAEARY, HSM &B23H GUID #ril. RILAERLL T AEIREX HSM AFLEERY
GUID :

Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo $true
Ban

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
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fas3.djwfas.net

: joe@djwfas.ne
Role : default
CertificateDefinition : default Definition

ExpiryDate : 19/81/2818 @9:18:48

BXER

. REFRE £ FAS RENRBNEESE AL,

« B FAS BB BASARIERS AREWEER — P77 B4
- BRIER R XS BREE —XPNE

ZEMMKERE

B E B R IWIEARSS (FAS) 5 Microsoft Active Directory 1 Microsoft IERB AN EHEER. HFER
FEIESHNERENFRP, SIEZEKEE, RREEIEHI2EH M X BEMIZ TSI,

ACHLBER T HE FAS BEE BNRLTH, BT AT EERIPEA RGN,
(REEE S
FEZRT FAS BETERNTBAFNRSDR,

FAS lREH/ L E X BEMISHEN—E05, USRIEPHANMFIHIZESIER. EEESIFESR, Citrix
Gateway # Citrix StoreFront @HITHF B RIERVAMN. 5| A FAS RafmE M Citrix Virtual
Apps and Desktops™ £ 14,
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ADFS Server (with
Web Access Proxy)

Citrix
Federated Authenti-
cation Server

Windows Server

Windows Server

TLS Server
' Certificate

Signature
Certificate

Encryption
Certificate
(not used)

= FAS

j Authorization
Certificate
FAS User
Certificates

Kerberos

Certificate Authority

&

FAS User
.‘ Certificate
Template

FAS Autharization
Certificate
' Template

Domain Controller

Windows Server

UPN

Y walter@auth local
Alternative UPN
walter@adfs ext

Citrix Gateway StoreFront Delivery Controller VDA
VPX indows Server gindot\_vs Ss:en;er & Desktan 3 da\fus Server & Desktop
TLS perating Systems Kerberos ating Systems
Roat CA TLS Server TLS Server | FAS User
§ Certificate ' Certificate § Certificate % Certificate
Gateway Server
' Certificate

ADFS Signature
' Certificate

SAML SP (RP)

High Trust

Intranet

BiAENIMER 2

i% 443 ERY TLS fR3P T Citrix Gateway. StoreFront #1 Delivery Controller™ B4 27 [8]R93&1S,
StoreFront fRS3 23X ITHILERE, Citrix Gateway {GET Internet 8/ HTTPS i 443 &%

o

StoreFront fR5325:@:13 5% 0 80 EEAMEEIIERY Kerberos BXZR FAS ARSZ 25, BAI0IEFERA FAS AR
522389 Kerberos HOST/fqdn &{2#0 StoreFront fRS3 2389 Kerberos 1+ EMKF &1, LLEHIIES
SRR Citrix Virtual Delivery Agent (VDA) &R AP FREMN— X ZIEAR",

Y HDX 1EERET| VDA B, VDA t@idin 80 B FAS ARS85. HMINIEER FAS RS EEH
Kerberos HOST/fqdn &12#1 VDA B Kerberos itBHl&17. b4, VDA AiieE SRR F 8eih
1aIEBFFLER,

Microsoft JIEBIM A VK12 ER Kerberos H1A50IERY DCOM &5, ZBErI BB NFERAEE TCP
we IERBMANMER FAS IRZHEHBZEEREMLIRIEPER CMC BUES,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 66



Federated Authentication Service

iS5 38

KESMMIIERS

Citrix M %

StoreFront

RAfHEHIZR

VDA

Microsoft JIF i & #1459

B SR A

[in] 5RB StoreFront™ #1 VDA BNEF HTTP By
Kerberos, [out] E] Microsoft A& HHIHY
DCOM

[in] REEFIHITEANE HTTPS, [in/out] E/3E
B StoreFront fR532889 HTTPS, [out] B] VDA
89 HDX

[in] 3R 8 Citrix Gateway BJ HTTPS, [out] |
Delivery Controller B HTTPS, [out] E] FAS 89
Kerberos HTTP

[in] 3R B StoreFront ARZ525HY HTTPS, [in/out]
kB VDA F9ETF HTTP B9 Kerberos

[in/out] 328 Delivery Controller B9EF HTTP
8 Kerberos, [in] 3R Citrix Gateway FY
HDX, [out] &] FAS B9 Kerberos HTTP

[in] kB FAS 89 DCOM f1%E 4

Citrix B¢ B IIEIRSE S Citrix Cloud™ 72 8By
PREIAT FAS 438148 A A P 0K A R AR AR SS0K  S TE1 L0 R bk

- FAS BEEZFIE, EAFKAT

* ,cloud.com

*.citrixworkspacesapi.net

o B-ABMRHIEFFFRNMIE IREMIFRHER T R HEZR)

« FAS k55, EMEARSKPT -

*.citrixworkspacesapi.net

*.citrixnetworkapi.net

INRIERIMZA SNBSS R, 15EA FAS BEEEHI ortutEcER P A, 15, BHREER

netsh B 3Ll T B ACEMLEARSS 1K BYL,
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ZEARSEM
FAS BAERIMIES, RFEACHEAREEMEER. CEHTFHENRHELHE, R
I FAS BRSS 285 IR ELIRR.

EREEMACER
FAS @ 7 HE MR MA B FIEH. Microsoft MERMA AR IFEREEMALIE. IEBIRRU
RCEMAER U EBFRIEBBAF

Poiicy Module | Bt Madue
Enolment Agerts | Audtng | Recovery Agerts | Secuty

For more information see Delegated Enrollment Agentsi
() Do not restrict enmliment agents
() Restrict erroiment agerts

Enrolment agents:

ISR UE R A IERER AR -

o JEMERSRINEE FAS RS 25,
o IFBERFIFRNEE FAS &,
o WHBIRDESWIIFFER FAS BIAF, A0, BINAEREERHZRIFAPAMAIE+H,

iR HIT RECE

WNECEFINER PR, EARELE— StoreFront fREZ28513R, XL StoreFront RS 2IEMALIEH
Bt FAS BTERF &7, [EFE, ERILIREIMLRFRRSIES, URktiTaI X AmL VDA i+E
M TE M. IhEERIEEDE M E [T E Active Directory SRHERBMAHME LINEERIHA T,
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BAAE S

FiE 5 FAS BRS2:8VBEEERET %N 80 HEE &4 3RIER Windows Communication
Foundation (WCF) Kerberos FI4&i%#,

HHEERE

FAS *D VDA ‘l_fTI:I % EA Windows $T¢ E Tho JHZ H ,L.\__[FH:F'V-*W*D =5 1-|-1IZI oNe) $1¢ E YN l:llzﬁgu Il:l:lI T
_.I-»L/(QEEEE,J%{L.F E ll_,\7'<

L 2RIR

FRBEFAIR, 224E FAS AR IEHEIA, #BH Network Service Mk FENREIFHEAIFAEA 40
RIENL2RBEER, FAS S'Zﬁﬁﬁﬁb[l%‘ﬁ@#?éﬁiko

ERNNZRECE ] £ FederatedAuthenticationService.exe.config X E], XLEEiGBIEE X OIEF
AN A, R, FMVEFLAER (FIa0, 4096 I, = TPM RiF) FLE{TEAFIERBAUERRE
HIRE,

28 DU

ProviderLegacyCsp LIGE R true B, FAS £/ Microsoft
CryptoAPI (CAPI), &N, FAS f§EF Microsoft
Cryptography Next Generation APl (CNG).

ProviderName E(FEFAR CAPI 2 CNG 1R F AT,

ProviderType $EB92 Microsoft
KeyContainerPermissionAccessEntry.Provider
Type B4 PROV_RSA _AES 24, AIRZA
24, FRIFEIEEEAT CAPIBY HSM B HSM

HYESEME,
KeyProtection AR ASE TS, NREGZR, &1

WEAREF &R (TPM) BiAEFE,

KeyLength RSA FLEAMBIAKE., ZHIIER 1024,
2048 14096 (BRIAME : 2048)

ERRR
FEEEA RN TFLA :
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e 2] RS
A EER EMAR L RHRIPIEBER
IEIE R FoEHRIRIGE
IERMANMEERR FoEIE B A
FAS BIE5 LZHEHECE FAS IRSS %
StoreFront/Citrix Gateway B2 5 ECER P SR
Citrix EEBIKE™ EER AcE VDA F#EHlgs

BUEERENBARZEEENARSE, MMITITFRBIRETT ERFIPRY

HRIRIZE

EEH FAS It EVLETARKEEN RS 5 -> FODN'EHFRHITIRIR, HEXFR FAS fRS R0,
B IHESWIE FAS fRS52889 HOST\<fqdn> Kerberos &1, FREAIE FAS RS 2BMIARS SFHME
E18AEZ5|89EE FQDN ARE ; &M, StoreFront #1 VDA BIREREBAZRAREM FAS BRSS 28,

Citrix ZIFIFRRNFABEITENZ AR RS, WERILEIR. 1B FAS IRSSERTIRATS V)
0, THEEMRERNBIFREN,

Itt GPO HYIESIRUA N R F £ FN{= A FAS BRSS2300 FAS BIER (FI/EIREIERA) . 5 FAS
R 285, 1BSWEERIIENE At EN] FQDN &R,

HEBIER

WNRIEARAE(ER FAS BEMIRY Citrix_SmartcardLogon IEPENx, RILUEHREBIAR, ZIFUTEX.
EMAIEPIER

WNRIEHELE Citrix_SmartcardLogon B URT & EHALRIENRMGITA, WK

o BIEBIEBRERNBIER, HIFEEGHURTEENALRIERGBIRE,
 {£/ FAS PowerShell (e S EIE FAS, MARFEAEERAFRRE. (BEEAFRRAERNEEAT
Citrix ZRINERBFT. )
o {#H Microsoft MMC IE B iR E R 7Tk Publish-FasMsTemplate i % & RN, F B

- {#H New-FasCertificateDefinition 5B E FAS, FiSFEREIIEIRE .
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R EMREE
AIMBERT, BRIEBRNEZHINER. ERUEIERERPESE .

BIMEREITH. FAS RBBIEBERPRIIZE, FAS REHEREIT ¥4 BEIEITIES,

UKL EBENE

BMERXLEREM, FAS RZRRIEBRIRPIXLIRE, FAS IRARBUHIERE RIFSHAE A 8
HREALEIT.

ESUnE Rt
BNESXLERM, FAS RABBIEBRRPAIXLEIRE,

B X FAS IRERIEFMIRE, BERMLAREF.

EERIERARNY
BNESXLERM, FAS AXFFE AR,

EREMHEREM
SEMERX LR, FAS REISIRIER,

Edy BRI
R MBSO LI BT & RV R SRS,

AR I AENT BREFRRSEL2R®, NFBUEBTEER.

ERL2REH

Citrix BIZESOXEIZE, MURXITITF FAS RS 8RBT EAIK P AEIRBAZEMINIR, FAS lRSF

BEEMEMAR. B2, SHATSER—, S

- DTFEERIEINHE AER
o AWEI F MR F IREUER
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Subject Name I lssuance Requirements
General | Compatibility | Request Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

(Group or user Nnames:

8 Musthenticated Users

% Domain Admins (DJWFAS Domain Admins)

* § Diomain Computers (DJWFAS Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Enroll
Autoenroll

For special permissions or advanced settings, click
Advanced.

ERERELTERYE
Citrix B ERBESXLEE 4,

ZIENREIEZFE MU Active Directory 158/, X2SEIEPMANMEIERT BHE2RFPH
SID, M5 A Active Directory T BISRIRET

RS SRR
RE Citrix 2, BMRFE, EILUERXEIRBEURTGERANRE,

ERMEEREY
BMESOX IR, XL B XN TATR -

A H{tE1& (/len-us/federated-authentication-service/2305/media/fas-security-props-issuance.png)
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ERRAIERYE

RO LESIX LGB, ZIGBHIE D /9 Windows Server 2003 CA (Z2f9hk4A 2) » {HE, FAS
{¥z3F Windows Server 2008 &RE S ARAH CA, b, #0_EFTER, FAS £ZBREID %R Windows
Server 2008 CA (ZE#9hrA 3) 3K Windows Server 2012 CA (ZEHgRRA 4) TIREMEMISE,

IEPMANEE
TEBIRAVEIE R 51 S B SR IR SS 38 R G PR MR L8R

RTIRIR

AT EIEBMANAIEEBIRIE R WV EE R IR HBVERNAIES, IEBMANEGER R IERE L
%R

—MEENTEMER, TERE FAS IRE[EMULFRIMIDIEDIENR, E BIFTEBRIMA S
2. TICWMIER, IEBMANBEE REANINTE TG EMDIERIEKAVIRIN, FHlE RN
FAS ARSS330895RB&,

B IS R
ERMANERRZAIEBMAN ORI ERE, NTHEHEAEE. ESMENGEE
RETLUEE DCOM TCP AIBSASEHN, LUBRTE FAS FRSS 8T SiBRIES

SRS

SABRT, BB EE ST SR AR E SRR E AR A
o LAFBHTE BB (A TRET AT ERIA IR M RIRS H— RIS,

At E1& (/len-us/federated-authentication-service/2305/media/fas-security-props-

enrollmentagents.png)

ERBSARIRAIER T
NFEREE, FTUERBEXZEERKRENT RIEBMNA.

FAS &8

FAS BEEZ L £HE.

&2 ACL [R%l StoreFront. FAF#1 VDA
FAS Z 2R BB R HILE Kerberos i P B] LA B]THEE -
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hiRAE PN

StoreFront [IdP] XLE Kerberos tk P Z{EE, AIEBAFBIER
W BRI, MNREA— P ERIAR,
MBI F FAS BB SRR AR P eI FIiE
o

VDA [Relying party] XLEZAFHIEBMLBNITEN. TFTE
|dP 1o 3RAIVEIR @, FIbItAHZIR/Y VDA
kP R T R AREEA R,

BF EEITHES] 1dP A AT EMERF. mEE,
XEIEBME AR R MR b B i
HEE, BE, BNTEIIRPNIEIEFN
Bk o XATLARS IESZ AT StoreFront i P 4%
PRIZFAEIESRNEELRR. 32, tLACLR
BARAFEEERK,,

ECEAIN
HMTEZNMRIZA Citrix Virtual Apps™ BY Citrix Virtual Desktops EREE AR FAS ARS8 5
SEHMNIEEER. 80MNEE —HRIMNEEIRD ; 5702, Kerberos ihR#EEHIFIZR (ACL) AT
HMITFRE,

e B E BN AZA IR

B AARERI R REERRREBRRA CA. SRECE R LUEEER IR N BERAIET,
BABURTIFR, B0, #SIR51ANER"89A PRI LA b RER A P AR E D BYIEH,

RIERNEBIIEIED

FAS EEGAIEH BT HMRIERERERSAIEAPRIERER. i, BRERIEFREERE
RER"EH, MIMEERANERMEBRETERER.

AFRIPHNRBEKE
FAS BIERTILUN FAS BRE WAL EFEMHERG T 2IEIR (HSM) HaEF SRR (TPM) #, Citrix
BiINEDEEMAIEBIIAEMETE TPM BLUGHITRIP, FAS BME T R EBE RIS 2
SAIRTEE] TPM H9IEIR,

B, BPIEBRARIMUIFMETE TPM 8 HSM . FREESAECIER N R SH BKEEDH
2048 fiL,
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SHEE
FAS IR #RIRMHIFANEBNTTINEMHRE, AIRTEITMASEN,

EEpRAMEETAR

FAS SliEini2E1EIEE (HBE S IRIER Kerberos) F1TE, “AMEERA MG FAS EREH
BREEHN. FAS BECEXNMZELER,

Citrix EEBIN . Citrix EEHISEEM VDA B R

FAS BIfEAEARSHZ Delivery Controller #1 VDA B GMLZERE, AN FAS WEIEaiR R 2E
277 “Active Directory 285", Controller 1 VDA BIRAMNMR B ZEENAF . S PE T
E L e

—% Windows IRZREZ 2%

FRERRSSBREBNT2ITH T, HRETERMIEMIRENRt. & X BEEMIRMARS 220
FREYMERZENME, HEEEEMBEMELA4ER T,

BTN E M4 BEu T e tFEETEiT B8 L.

RDP FEATU R FRINEE R, Citrix ZIAFPKFERAERFER, LERNFIEBMAN
ML EERMW,

BXER
. REARE £ FAS RENRBNTESE,
+ FAS IAREETE BEBREN XEFNE,
- BRIERE XS BREE XEPNE,

MERETT &SR

FAS @12 —4HA T A HIRERAIIERE T EER.
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@ Performance Monitor

— O >
(&) File Action View Window Help -8 x
= 25 E=H
Pert '
@ s orm.anc.e Add Counters *
v [ Monitoring Tools
; &S Performance Available counters Added counters
’ :\3 Data Collector Sef Select counters from computer:
b :ﬁ Reports Counter Parent Inst... Computer
<Local computer = ~ Browse...
Citrix Federated Authentication Service o
W i eve
Medium Load Level
Pool Key Count
Instances of selected object:
Search
Add => Remove << b0 12:08:15
[ show description Cancel tion 140
Show Color Scale Counter Instance Parent Object Computer

TRIG TRIRIHER. RIEFERE, TS MRS 10 WEH—X.

Y

FIERERIFKREY

IERITE

BAMEBERIERY

HRIEBEZHRIFKRITE

eI

BOMHILRRER

RiTHH

5

féb

IEBERIEROTFLEEE (UM HE
fin) , EAR—2HEIEETR,

KESMIKIERS EENIERRE,

KESMIIERS SO A HRIERERIES
HE, EAN—IHHNBIETR.

KES MRS EEAENHLIERERE
K&

BRI BFIERERIEROTAE R
HEE,

KA B MRS S0 HHRITHIE R AIRIE
B, EAN—2HNEIETR.

KBS MIRIEARS IETEIRERRY VDA 1EH,
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2% U
&/ SRR KESMNNIERS S A RRIERERIE

ROFNEIHE. XEGITHESDHEHR—
R, EARN—DHNEE B SR HER
RERSEEAHHINAREFNRHEBEIR K.

HEEE Windows &R0l

AXNEBTARERILER. it FHAEERE Windows U BEMBIREL, XERETRMAT
BT HFESMIIERBRIIER.

IR FAEMEE
Windows Active Directory 43P Z/MEREE, BTFEERSERAFPHESR,

« NTAuth JEB%ESE | E@ Windows #HTEMIIE, EFEMARFIET EIRZEEAEH) B
IEBMANAAIBRETE NTAuth FEHR, EEEXEIEE, 157 certutil R A -
certutil -viewstore -enterprise NTAuth

o *IRIEPIPENERFME | ~BE, EPERRFHEREREMES, RINRERARELEM,
MErE T BN _ EWNRENEREERH NS ZXEIER, BIERBSAMTFZEERIREED, F5
BEZMIEBRIAITF NTAuth .

o »EFIUEPY BAAKEE | o] LUF Windows A& 5a%30IE EKU FIEMIEFRERE, 75
Microsoft 4% : <https://docs.microsoft.com/zh-cn/previous-versions/windows/it-

pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)> .

AR ik
AllowCertificatesWithNoEKU A, IEPY MO SR TERY BBHA
7% (EKU)o
AllowSignatureOnlyKeys BIANBER T, Windows RTfEiE A DiF RSA 2

FHNERMA, AN B SR ZIHiERR.

AllowTimelnvalidCertificates ZMIANER T, Windows &kl B3 HARYIE
B, IEMSEEZTHiERR.

EnumerateECCCerts E BRI %S 1D IE,
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RS i
X509 R MRIEPA LI BF EEBFR (UPN)'3L
EEEX, WEDMAFRFRFEEH
Windows E R,
UseCachedCRLOnlyAnd, PHERENT (EEEfss bigE)

IgnoreRevocationUnknownErrors

o EEHEHIERIED | 2X Kerberos EEHAITHMINIE, FAE RS SELIE BAEN AT S IZEHIZR"IE
Fo AIMUERRITENIER T AFEMMC EERTRBIFRXEEFR,

UPN 4 FRH1EH R
BNAREBEERES ALY B a s s—i S AL (UPN),

Active Directory g UPN & #F

ERINBER T, Active Directory FRETHAFRHEBETIEK
\&lt;samUsername>@)\&lIt;domainNetBios> # \&It;samUsername>@\&It;domainFQDN> BIFR T
UPN, PIAIEF] FQDN & Z7EMHY RootDSE &£EH. B M FAIIUTE RootDSE HEMZ 1 FQDN
ik,

tt9+, Active Directory FEIE N EEEE R UPN F altUserPrincipalNames, XLEEISERF
UPN Y LDAP %H.

#d UPN 2P, Windows B/EESRAIE (BT & UPN I#IERNSM) PEHRE
UPN, PARERER UPN, MIRXBCET, ESEHRI UPN, % UPN RIGERMEMT AMERIAR
it

IEHRGI RS

MBIEPBAEEZER UPN, Active Directory AJ USRS NMER BRI BFME
7E“x509certificate” B4+, EFULIEBEFTAARL, HENTUERSALEYE GFUAERT,
TEEMNEH) o

RET—MED, RIFAFEE—TBFKE, MINRIGERERE, HRFEBRIFEHRERILLT)
BEo

NRMPEFEZNE, FEBFRAHAIEER, N Active Directory rootDSE R#&7E IEFIRETARSSHY
LB, ZRSUTER/FERITENL, FEBEMFFRE x509 IEBEIENEEFRE. LHENART
ARBIE B St E AR P KA
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PRI R AR

SRS IS MMIER R, EEMREBTSMIIERISZEFIZRIEEER, XEUERAMEER
A&,

PRI R AR

Z52 ] Windows ER4FER Windows IH#ZEHISR#HTER, PILUEIEE Imhosts 34
(\Windows\System32\drivers\etc\Imhosts) RBEHIZIE Windows 1154115 B Vi HI2851 3Ro

ZAEBEE— NN Imhosts.sam"RBIX . REEZE—1T
1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

Hrh+1.2.3.4" 2 “mydomain”ig 4 79“dcnetbiosname”BIFZEHI25 AY 1P bk,

EREfG, Windows itEHFFERIZEEERE mydomain, AidTHE, HIERIEE,
AR IEE 8 A AVIE I 25

B R, Windows RIEE— MSDOS IfiBT 2, HPASERAFRIIZH S, EEEHEER,
EEAS echo %LOGONSERVERY E i SR T 7o

5 S0 X B B EFEE b e SR BRI B L.

BRWP E&EH

AIAMBR T, Windows IBZHIS B ATENIKF FHiAS. XALETARBREERTLLIRE
PRV AIZERBR 1T, ETEIIERIZR LT AARERRIEER, 15517 gpedit.msc o ERAEKRE
&, BEfISRETEAEFERTNNEGAEER.

=] Local Group Policy Editor [= o]

File Action \View Help

eow #E = B

= Local Computer Palicy |~ || Policy = Security Setting
4 (& Computer Configuration | Audit account legon events Success, Failure
b _ Software Settings | Audit account management Success, Failure
a [ _'l'""ii"dUWS Seftings 2 ||| L Audit directeny service access Mo auditing
I Marne Resalution Policy 2| Audit logon events Success, Failure
= 5"-'F't_!' ':Sta"f'f:'ﬁh”tdn*"] 2| Audit ebject accese Me auditing
<A S'f"f"""k}rkt‘h”gs_ . [ 2| Awdit policy change Success, Failure
4 s A{cc-:lunt PD“C'ES_ 21 Awit privilege use Failure
b ‘ﬂ Password Policy . | Buaclit precess tracking Mo auditing
I L Account Lockout Policy i !
b " Kerberos Policy | Anselit system events Success, Failure
4 g Local Policies
b g Audit Pelicy
b 4 User Rights Assignment
[ [ g Security Options
= Winemse Eivsinll with fdhiamead Camsi -
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IEBRIERE

KREIEBEV
MREEFERSEN DER IR (EHFHIH) , EaIUFERAUTHRHITRIE | certutil —verify

user.cer

EH cAPI BEIiER

RIS AP TN L, FTHSEHEESRHER Microsoft/Windows/CAPI2/Operational Logs
HBEEIER,

TEEFERI2RH VDA B L, FIAEHEERZSRHSME Applications and Services Logs >
Microsoft > Windows > CAPI2 > Operational, & Operational 7% Enable Logs

te5Y, BIAERMN T EMRERKIE CAPI BHEIER !
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\crypt32, U TBEBRIARTEE, &
BTN, WMREFLIE BIIAN CAPI2 HEIERIRE, 1BMHBRIXL(E,

=] EEPUY
DiagLevel (DWORD) E4%5 (0 F 5)
DiagMatchAnyMask (QUADWORD) EMHTmikss (2EREM Oxffffff)
DiagProcessName (MULTI_SZ) BIBIZLFAFIE (F/90, LSASS.exe)
CAPI B
HE EEPUY
MR LSA JH CertGetCertificateChain (SE4E
£)
KR LSA JAF CertVerifyRevocation (GELEER)
X509 35 EFARNT, IERMIEBMAHETIR (CRL) &
gD
AppData\LocalLow\Microsoft\X5090bjects
B IF S R LSA JER CertVerifyChainPolicy (@1F2%k)
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EIRHR

iU
IEBARERE
IEP R HOEHIR
IEBEAHEIR

Kerberos HE

fixd

=

AR BN FEMNZEERIEBEME
FRERBIEEREFIEH,

TAEMIET CRL & RISE R T E e
By CRL, #tNR:BHIHITHRIENE, WRELE
FH. &2 (/zh-cn/federated-
authentication-service/2305/config-manage/
troubleshoot-logon.html#certificates-and-
public-key-infrastructure) 2843

ZIEBFRERTER. P, ©AaERMRS
IEBHERIER.

EE A Kerberos HEIER, BEEIEHIZSSMNRZLBAFITEN LSIZU T EMRE !

BRI

CurrentControlSet\Control\Ls
a\Kerberos\Parameters

CurrentControlSet\Control\Ls
a\Kerberos\Parameters

CurrentControlSet\Services\K
dc

CurrentControlSet\Services\K
dc

=B2Y {& [DWORD]

LogLevel

Oox1

KerbDebuglevel Oxffffffff
KdcDebugLevel 0x1
KdcExtraLogLevel Ox1f

Kerberos HEIERmHBIRASFHHE

o BURREERNER 2 ERHE BN IZRE 7121
« MPHIRABEERER, ATUZEMZR !

o KDC_ERR_PREAUTH_REQUIRED (AT & IRigiZHIssmEER)

o FRENFEIR Ox4b
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s BN s B &
AR T AAERIEBE R, RSN TS RN RSRE,

° ij*”ﬁﬂ%ﬁ CAPI2 EIL;\
SR lE
EIIRIERIE (VDA) Z2BE

VDA CAPI HE&

e VDA %,JL. E ICN

EZHI2% CAPI2 BE
EEFEAE, HESISRSWIEEARENIEY, HERUTERANBEZEFY.

1915188 CAPI2 HiE(/en-us/federated-authentication-service/2305/media/fas-troubleshoot-logon-
capi2-log.png)

BANEHRTEERT, HEESI28 R Isass.exe 1RHE VDA 12HASEPMET — N, HIEE
BN (BFERYEH) . ERE[EINERROR_SUCCESS,

1374188 CAPI2 HiE 2(/en-us/federated-authentication-service/2305/media/fas-troubleshoot-
logon-capi2-chainpolicy.png)

ERHREEEE
HIEHIRER T —RINERSEH, ERXREHE 4768, EIEHT, IEFATMA Kerberos &
IR ZRIE (krbtgt)o

Itz mTEYH R B RARSS SR BT BAK P EFE MRS # TR MR, 2 EREE R RETH
krbtgt BYA P IK P IEFE BB T RIS 28 1T & 17 Ik,

19124188 %2 £ H 7 (/en-us/federated-authentication-service/2305/media/fas-troubleshoot-logon-dc-
security-log.png)

VDA Z2H&
VDA ZE£HITAEFEEREMHNNAIZEREM ID /1 4648 B95H, EIRE winlogon.exeo
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Security

Murnber of events: 24

Keywords

Date and Time
S Audit Success  21/06/2016 15:14:54

Source EventID Task Category |~
Securnty-Auditing 4648 Logon .

<]

m *

Event 4543, Security-Auditing

]G:ncﬂl Details |

®) Friendly View

+ System
EventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7

LogonGuid

TargetUserName fred

TargetDomainMame CITRIXTEST

TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo
Processid
ProcessMName
lpAddress
IpPort

0 EMIL View

{00000000-0000-0000-0000-000000000000}

localhost

Ox126c

Chwindows\System32ywinlogon.exe

192.1658.09

51171 v

VDA CAPI BE
b7~ VDA CAPI HER R T 3R H Isass.exe RN HEREMIIUEFRS, BTFRIESZESIZHED

(dc.citrixtest.net),

l:_D Information
@ Infarmation
@ Information
(_D Information
[D Information
(D Information

21/06/2016 15:14:54 CAPI2Z 30 Verify Chain P...
21/06/2076 13:14:34 Cap2 11 Build Chain
21/06/2016 13:14:34 Cap2 90 X309 Objects
21706720106 13:14:34 Capl2 41 Verify Revocat...
217062016 15:14:34 CAPI2 a0 Verify Revocat...
217062016 15:14:54 CAPIZ 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA RZRB &

E A Kerberos BHEIERE, RFEHESETRTEIR KDC_ERR_PREAUTH_REQUIRED (AJIAZ
B&) , LUX%EHE Winlogon 9% B, #*FA Kerberos BRI

(1) Information 21/06/2016 1514:56 Winlegon 7001
I!-_:II'Erri:H 21/0672076 13 74:54 Security-Kerberos 3
< | il | 3
Event 7001, Winlogan »
[ Generat | Details |
@) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] (DEE9E383-TCF3-4331-91CC-A3CE16A3E538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
- Timal raatard

{5 windows E HEKA FAS

FiB FAS EM4#85 A Windows AR EHBEE. ErILUER System Center Operations
Manager (SCOM) Fr=fm, BiI It ERpYHZEM B4R IEM FAS RSB HETTIR .
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FAS IRZ BB IEEEIT?

BHE FAS RSB IEEETTT, Baliiz

Citrix.Authentication.FederatedAuthenticationService.exeo

ATRNBYUM FAS RENFREESRH, B X FAS EHABMTZEYIR, 152H FAS HHHE.
FAS ziTIRREH

UTEHETIEN FAS REEFHIEEiTT.

E4J8 7 Citrix.Authentication.FederatedAuthenticationService,

= EHXE #EA - p=d
[S003] TR [{0)] FEIFE  FAS IREZEHATER EEIPERT, FAS
KB [{1)] PR T RESBTEATER
ERo
[S022] EIEA [{0}] FririE FAS RS ERHER M FAS 10.7 / Citrix
RIEBENK” %30 Virtual Apps and
Desktops 2109 FF#4
R,
[S023] TR [{0)] FEIPE  FAS IRSEHALR M FAS 10.7 / Citrix
NIREB N &= Virtual Apps and
Desktops 2109 FF#A
=1,
[S123] RBEA [upn: {0} role: R FAS EcEMER LB H4RAMMBEE
{1}] [exception: {2}] CA #BREERIHIN A B CAIRIEET
A IEF RFIE$H, MitEH E. SNR FAS BCER
RTE [S124] gk 5 HSM, Ma]
4%, ZAFPHNRERE AERPA HSM KIEE
FRHEM, Ik
[S124] SREEA [upn: {0} role: Y FAS ZIAMATE b= BT BEZREA CA
{1}] 7£ [certificate CAERAFIEBE RIEB TIEHT AR
authority: {2}] EEHIE, R FAS %o MR FAS BLEN
[exception: {3}] A& FCET 21 CA, fEF HSM, NItBA]
IEH FAS 2=iXmE—1 fEZRFA HSM KIEE
CA ZHiEK, Tk, AIUERRRE

KEEBNIR 5! BRI R
o
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EfF FHEXE

RBGEB AN A
(Fl {0} K) o iF
PIFMAGER {1}

[S413]

BRAGEREIE. i
FIFAER {0}

[S414]

IEEMN FAS B

MNRIEFF FAS 5 Citrix Cloud™ &R, UTEGEREMN FAS IREZ2

E 4R Citrix.Fas.Cloud,

= BN AE
[S012] FAS fR$3ETA, BT
M Citrix Cloud #17
BOER
[S013] FAS RS TEM

Citrix Cloud #1785
EF, [{0)] EZi¥4
EEEEREHS
FiE.

EA

3 FAS #EZH0GEBEF
HHARY, REMER
ttEH, RINER
T, MNRTHOEBE
30 XRZHA, WX
Rt =,

4 FAS RBUEPEHA
B, WEHERRE
o FOANBERT, It
EHEXRER.

EA

b= HRAXRE
Workspace (Bl
Citrix Cloud) HYEE s
BERMNIZIEE T

b= 145RER FAS o0&
M Workspace (B[l
Citrix Cloud) 2fite
RER, HEHEZ
BRERTELIEN
PSS

g

AL cmdlet Set-
FasRacCertificateMo
nitor FAEEINIL

B ; FSH
PowerShell cmdlet,

—BdH8, FAS X
R BGHTRY A P IE
H, HEERERA
saR Mo

[EREIETo

&3

A EH A,
FAS 210&E (1) 8%
BEE, 2 2&
RFHEPER, UK
(3) BEBEEED
Citrix Cloud,

FAS ¢3R5 Citrix
Cloud FYFA E#,
IteZE 3 ] BE R B R
(BIaNLE s pEDY
RIEARS 2R _EAVIERE
S enAHARER) S
IREIE, REXFF
B, EHXANE
B RS RIEEE
=’ XRBIEETA,
FAS I EIEIRXER
B3I 5 Citrix Cloud
B,
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ReEMH

TFEHRAREENHEEZIAER FAS,

E4J8 7 Citrix.Authentication.FederatedAuthenticationService,

2
[S001]
[S002]
[S101]
[S104]
[S205]
FAS E4BE

=XE

HIREIELE - B [{0}] A2
Administrators BBIE 5

IBIRIKIELE © AR [{0)] R=2
At [{1)] NEER

ARs58% [{0}] EAFEAE [{1)]
hERSM

Aks58% [{0}] <BEFEA UPN
{1)] (e [{2)] RARiFLL
UPN)

MRF 55 IR BEELL - JE K
[{0}] A2 [{1}] BIFDiFfK
#A

TRIHT FAS EHHIEHHERE.

EEEY
X

LEMHZBNIEN FAS fRS32:FBYECE B MICRAY.

BERES

[S001] A iR)#3EL - FHF [{0}] A2 Administrators ARV 52

[S002] iiRI#3EL : FAF [{0)] A=RAR [{1)] NEERA

WA

ZINEBHER FAS EEiE,
BIRAREALRZ FAS B,

S ERTENR FAS FLNIAEY
fidE, BIAREARE FAS E
E&A,

SAERAFR &R, ERAAE
TROX 1. RBTE FAS
NS & A IR 1FIF AT Y
StoreFront™ fR528 (WIRE
F, &a#E Workspace) F 7
FEBEAF &%,

=RXEBREF 8%, ERIE
FAS MINECE, ARFZAR
P,

VDA ZiRfEF FAS {78 =
BR, 1BiRHE FAS #INED
B, TRFiZ VDA,
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AEAE
[S003] BIER [{0}] FHEFRENIKERN [{1)]
[S004] BIEE [{0}] IEEMERRR [{2} and {3}] M CA [{1}] IERIZHGEH
[S005] EHEF [{0}] IEETEBUHE CA [{1}]
[S006] EIEG [{0}] IETECIEIERE X [{1}]
[S007] BHEF [{0}] EETEEFMIEBEX [{1}]
[S008] B 5 [{0}] EFEMIBREREN [{1)]
[S009] EIE5 [{0}] EETECIEFM [{1}]
[S010] B 5 [{0}] IEFEEHHN [{1)]
[S011] B [{0}] EEFEMIBRFLM [{1}]
[S012] BIBR [{0}] IEEGIERIES [upn: {1} sid: {2} rule: BIEBENX: {4} T2 LT {5)]
[S013] EIE R [{0}] IEFEMIBRIES [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}]
[S015] EFE G [{0}] IEFEEIZRIERIFEXK [TPM: {1}]
[S016] BIER [{0}] IEFESARSGES [Reference: {1}]
[S022] EIE5 [{0}] FAFERIREN X"
[S023] B 5 [{0}] P EIKEN T
[S024] BIE [{0}] ERIRERILEITINA LIS
[S025] B G [{0)] EEIRERISEITIR T L ALEs
[S026] BEIEE [{0}] IETEIRE RA IEH LSS
[S027] BHEA [{0}] EEEE RA IEHLEMER
[S050] BEIEE [{0}] EEAIBREE: [{1)]

[S051]) BIE R [{0}] EEFH=ECE: [{1)]
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AEAE
[S052] BIEF [{0}] EEMIR=ECE
[S060] EIE5 [{0}] EEFRIERTEM. K6: {1}
[S060] EIE R [{0}] EEIEKEZEE=EM. KB {1} CloudServiceUrlFormat: {2}
[S061] BIES [{0}] EFESTRTEM. FRAE: {1}, MR {2}
[S062] B [{0})] EFepi=iEM. HFMUE: {1} ({2}), MNWAF: {3}, FF: {4} ({5))
[S063] IHMHRAIEIR 4 KRS $#i%. FEH {0}

[S064] E=FMHREIA ERHEIR. FEN {0}

AEAE
[S401] IEFEHITECE F4K - [From version {0} to version {1}]
[S402] &iR : Citrix BE S B R IIEARS B TUAMLEARSS B 1735517 [currently running as: {0}]
[S404] IETE5RHIERR Citrix BX S B R IR S BUERE
[S405] FFEIR M EM R IR B BURRER & £ 581! [{0}]
[S406] BUEMEMERBNBIEERNTIRETHK CER | AFIEBRIR)
[S407] EF EMRMNBIBRIBIIMIEE, RAKIEEEER
[S408] TTEBELRECE -- [From version {0} to version {1}]

[S409] &AZMEZE RN - MinThreads B M [workers: {0} completion: {1}] A% A [workers: {2}
completion: {3}]

[S410] ZAZMECBE R - TiERF MinThreads M [workers: {0} completion: {1}] JBEA: [workers: {2}
completion: {3}]; XATRER MM FAS ARSZ23MIBIHZEE

[S411] BEh FAS BRSZ AT HE8: [{0}]
[S412] EEEFHRZERK -- [From version {0} to version {1}]

[S413] AVEREIRLIH (IR {0} X) - IEFFMER: {1}
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AEAE
[S414] BBUEBEIHE, IEFRIFHER: {0}
[S415] BAUEBHEE M. BIER {0} MM, FRIGERE (1} F#H1T.
BB HWTE
LR EEINRSBHSHFRBERE, XLEEHRTE FAS RSBSTHIER,
AERE
[S101] ARS5 4% [{0}] EANFEAE [{1)] RIS SR
[S102] ARZ525 [{0}] REEMTS UPN [{1})] (R& : {23}
[S103] AR$525 [{0}] 3EKT UPN [{1}] SID {2}, {B&E#IRE]T SID {3}
[S104] ARS383 [{0}] REEWTS UPN [{1})] (UPN ARIFEIAE [(2))
[S105] ARS3 28 [{0}] &F 7 BAETES [upn: {1}, B {2}, 2 LT3 [{3}]]
[S120] IETE[M [upn: {0} BE: {1} Z2 LT [{2}]] AIES
[S121] SEBEH [certificate authority: {2}] $i&%4 [upn: {0} role: {1}]
[S122] &% : PRS2 F [upn: {0} BE: {1[EDFIERE {21
[S123] ZRAEA [upn: {0} role: {1}] [exception: {2}] AL+
[S124] RBETF [certificate authority: {2}] [exception: {3}] 73 [upn: {0} role: {1}] MK IEH
EREHMA
3 VDA BERAFHY, XEEME FAS lRS#H LETIHIER.
BERE
[S201] 5%i75 [{0}] TAUAIREE,.
[S202] fE%i7 [{0}] TAUAIEIES,

[S203] 5% 75 [{0}] TAIFIRIE S CSP
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AEAE
[S204] fE4t7 [{0}] IEFEIAIAIER CSP, AT [upn: {1}], AE : [{2}] [Operation: {3}], H [{4}] X
[S205] {EFA IHIRIMEIELE - JERRKF {0} REMA [{1}] AT ERA
[S206] AR [{0}] FEEHA
[S208] FAFRIRIELM [Operation: {0} upn: {1} role: {2} certificateDefinition {3} Error {4} {5}].
SIERIEFHRS
LAFEARIERNIERN, XLEEMATT FAS RSELIER.
AERE
[S301] iAiAHIELE - FAF [{0}] TEAUA AR LIS &
[S302] AR [{0}] IE3K T RABIRELIEBEF [thumbprint: {1}]
[S303] IFiAItIEL © AP [{0}] 5 RIS EE [upn: {1}] RITER

[S304] AR [{0}] it &AM [{2)] LiB1T18F [{1)], ERELIEREF [upn: {3} role: {4} thumbprint: {5}]
HATHLEAIRAE [{6)]

[S305] #A$A121ERIK [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4} {5}]o

FAS BrE M
XLEEHHR FAS BTEREMHFIZR.

AERE
[S500] RECE FAS WSl
[S501] FTEMEEEER FAS BS54 [exception:{0}]
[S502] FAS BrS &4 EMEL [pluginld={0}] [assembly={1}] [location={2}]
[S503] ARS3 38 [{0}] REEWTS UPN [{1)] (RRETERER, BEMG (2} A%
[S504] AR5 28 [{0}] SRAEMTE UPN [{1}] (RIMTEREHRE, BRECE FAS &)

[S505] AR5 25 [{0}] RAEMTS UPN [{1}] (FfF [{2}] IEE T BRIFE, WS {3}, HEA [{4))
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AEAE
[S506] #f [{0}] #32 7 RBEARSER [{1}] B9 UPN [{2}] WBERERE, HEN (3]
[S507] ARS32% [{0}] REEMTE UPN [{1}] Gl [{2}] £757% [{4}] AR = [{3}])
[S507] ARS528 [{0}] SREERTS UPN [{1}] (&M [{2)] HEFE [{3)])
[S508] ARS32% [{0}] RAEHTE UPN [{1}] (RIETIHRKE, BHEMH [{2)] FXFHE)
[S509] BRS3 2% [{0}] REERTS UPN [{1}] (RETIHRLE, BRBEE FAS &)
[S510] ARS52% [{0}] FREEMTS UPN [{1}] GhimBH#iEE [{2)] fIAFER)

[E A Workspace B FAS
% FAS 5 Workspace 55, RICFXLEEMH,

BERE
[S001] 58327 Citrix Cloud AN [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] =2 FFRRIEFEE RN, FasHub =ARES URL: {0}
[S003] FAS B S [fas id: {0)] [transaction id: {1}]
[S004] FAS F#Em=:EAR [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS BEfFHE HFIECE &ZXE] = [fas id: {0}] [transaction id: {1}]
[S006] FAS e H HFific& & X F == [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S007] FAS B M= HSEE [fas id: {0)] [transaction id: {1}]
[S009] FAS FREEM=HEH [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S010] FAS B35 BE#ZEITH B2 URL: {0}
[S011] FAS IREZRE#EE =
[S012] FAS ARSZEIAF M Citrix Cloud ##{TH®RER

[S013] FAS BRSABIAF M Citrix Cloud #{TERER. [{0})] EZFAE R EEES SPIE
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HERS
[S014] M =ARES <service name> RV [fas id: {0}] [transaction id: {1}] [exception: {2}]

[S015] k& Citrix Cloud HYH 2L, RATERERHLILIF [message ID {0}] [transaction ID {1}]
[caller {2}]

[S016] W =ARZS <service name> HYIERIAI [fas id: {0}] [transaction id: {1}]
[S019] FAS EM = FHERBDE [fas id: {0}] [transaction id: {1}]

[S020] FAS REEM = T EEEADE [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S021] ZRFHEIRFKEER T, RE: {0}

[S022] =X FFRIRIETE(ZLE

[S023] #EHL I Citrix Cloud AR [fas id: {0}] [current key id:{1}] [new key id:{2}] [keys in
cloud:{3}]

[S024] IEFEE5h Citrix Cloud ¥ EHIL R [fas id: {0}] [current key id:{1}] [new key id:{2}]
[S025] HEARSS HIIE IR $ATE/E T Citrix Cloud & [current key: {0}] [keys in cloud: {1}]
[S026] AR AR ESAARTZIE T Citrix Cloud H [current key: {0}] [keys in cloud: {1}]
[S027] BF4k Citrix Cloud EAVFIAEMEIST [fas id: {0}]

ER
XEZHEERMERICRE VDA Lo

BERE
[S101] S EBEREM. TEIRFIRIEXS B HILIUEARSS [id: {0}]
[S102] BMMEEREKM. FTEEK {0} BY SID [Exception: {1{2}]
[S103] BREEEREKMK. FF {0} 89 SID /7 {1}, FilA SID A {2}
[S104] B EBERKW. TEEEDIKESFMNIIEARSS: {0} [Error: {1} {2}]

[S105] BHHIEER. IEEE R [Username: {0} Domain: {1}]
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A&
[S106] BAETEE R, \n\nEX &M IIEARSS: {O)\n\nIEEE F [Certificate: {1}]
[S107] BMETEERKM, [Exception: {0K1}]
[S108] BA#TE FRG. IHIEIHRIELE [Caller: {0}]
KRIERIES
LA ZRERAKIERIERN, XEE4RIDRTE VDA L
AERE
[S201] EERIEREFIAIREH [{0}] £ 3¢ [PID: {1} Program Name: {2}Certificate thumbprint: {3}] #%#X
[S203] RIS RE R TR S, THIRIHIEL [caller: {0}, session {1}]
[S204] EHIEREFFRA. B +XHEEH
IERIERMNFAN LR
& FAS BRSSBHITERMBREN, RIERXLEEMN
BERE

[S001] TrustArea:: TrustArea: BZ#EIET [TrustArea: {0} Certificate {1} TrustAreaJoinParameters
{2}]

[S014] Pkcs10Request::Create: E813 PKCS10 i53K [Distinguished Name {0}]

[S016] #A%H:: €32 [Identifier {0}MachineWide: {1} Provider: {2} ProviderType: {3} EllipticCurve: {4}
KeyLength: {5} isExportable: {6}]

[S017] #A3R:: kR [CspName: {0}, Identifier {1}]

BERB
[S104] MicrosoftCertificateAuthority::GetCredentials: ¥ &£/ {0}
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest 23R 1R [{0}]

[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest BE34&E+ [{0}]
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BERES

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - F4FHL 4
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

RZAFREIRER
ANHYHE T E Windows BERIE FRBAF EREE REIRER.
BTHEIZES BEEfSE
TR P 2R HENIANEREEREIEBMALEA, B

Kerberos 132 HI281548 7 &, BERAXH
Kerberos HZE &5

RARTENEER, ENERTERIE, /5K TR RIS, HEHIEFIZR R BT
FEZZH BEEEFMRIEANER. FEEHI2 T
fit“Kerberos BAIIE". “HIEHIZFH DL
B SR 2R IR, BMEIEIERERRE
¥, WEFS .

RAFIETEREER. BTEMIIERER FRENEBHRIEBRZE=ERMIHEN L, 15
—E'LIE:F-I’Z_R1E1£0 ;’%lﬁllﬁzﬁ*l] gﬁméiﬂo
EIRIER XBEERNER LY BRERIRE, &

RSA ZHHA%E (<2048 fiI)

BEXER
- NERFEREESE
- B FBERER
EH CAPI BEIRER
« B Kerberos BEIER
ERE=AIERMATMERERFERAN

PowerShell %5

MFEREE, EAIUERKEFHRIERS (FAS) BIEZEF|S ; B2, PowerShell RERMHETE
DERANET, WNRIE T XIERZERI PRI BRVIES, Citrix BIXEER PowerShell #1TECE,

LU éa45 70N FAS PowerShell cmdlet :
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Federated Authentication Service

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

7 PowerShell O, EAILUEF Get-Help \<cmdlet name> ¥ &7~ cmdlet B,

B % FAS PowerShell SDK cmdlet WEZ1ER, 15807 <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> o
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nkk

B

=T

BB BMIIEARS (FAS) @ Citrix® A, ©5EBY Active Directory IEBIMANMIER, BIF
FF7E Citrix IEHRLEHITERININE, AXENAT JEEATENEENZ M BB IIELEM,

EHE, FAS AR SMRIDRREILLZEEMN StoreFront lRZ528. StoreFront 5 —EEE
S Web AMEZNSEANBZ MDA, FHERILUER StoreFront SDK 838 =7 IS
Y B, EXRIGITERE, EMBEBIAF#1T Web it BRI A EEIURTERE]
Citrix Virtual Apps 8% Citrix Virtual Desktops™ EB3E,

AXHENET 8 M3 IEH RBITNRERE 224,
. NERERE

Citrix [ % B3E&

ADFS SAML

B2B it BRET

« Windows 10 Azure JEEIE RMIA

RMETHEX FAS XENHERE, WTFRERE, ZENEKE XERIRE FAS WEBBEHK,

ZRgAhd

FAS 12 FRHE StoreFront J&IFAY Active Directory FAFP BEhil& BEe £ H, XERTER
WEIERTICHIEE g FHTEELE AP, HAFHAIER Citrix Virtual Apps™ % Citrix Virtual
Desktops EIIZIEAIE (VDA) BY, IEBEMIMNEITEN, HE Windows IS ERMARARSBE
£ HH I,

YA FIEKRIAIE Citrix FRIEES, ST StoreFront™ FREZEIRELR FAS, FAS BF—1EIE, 1
YA Citrix Virtual Apps 8% Citrix Virtual Desktops SiEERZSIERIIEBHITE MR, & VDA
FEWNHAPHTEMRIEN, EREEE FAS #HRIEEIE, 28 FAS FEEHRAFIERHNTAR ;
VDA #AUF B ERIEPHRITHE NS RIMBEIRIER XS FAS,

TEERT FAS 5 Microsoft IEBMANIMEER, FA StoreFront A Citrix Virtual Apps and
Desktops™ FEHIIEIE (VDA) RIS HRS
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Synchronization Jb :
= - —1 - -~ =
= Request|Certificate

SAML IdP Active Directory Microsoft
(ADFS) 4 Certification
T ] Authority
&
g féi Assert . Access Logon
& H ., .
% &g/ Identity -~ Certificate
g o R §5;
g § o Federated
7 59 Authentication
=4 [s] i .
‘ ~ Service
- j e Nfuse Citrix \\
| SAML token Citrix AG Basic b protocol : Brokering
- . ’ — Protocol
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent

NERERE

FAS RIFFA P ERZMEMHIIEEI (81E Kerberos B ER) LT4ihE StoreFront #1TH R
I, FEFEDFTEEESHIUER Citrix HDX™ &iF,

XA Windows BRI, TRIETEMABFPERIEEFT PIN, BEEEHA RENELBEIET
e (PINBESERIRS) . XAIUATFE Citrix Virtual Apps FHERRAT A AR Kerberos YR E

TRE RIIHE.

PR B P& U ERIERIFR R AEMILH (PKI) IEH, TR SERAERFERIIRRIR
Fo XEFAILIRFTRIMARSMIIEER, BERNREERFIZFHRNERFINTIRE
MEFIZE.

EEEBEAIN T — 5817 FAS BIFARSS 8, ZARSHEIFNARBAMAEEFRIET, AF, X

IEBRATE Citrix HDX MR ERAFRIE, MRERTERFER—1%
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AUTH.LOCAL domain

e Certificate Authority

Hndoweere | Microsoft |

@ FAS User

o Certificate sseeverssssssbrssanssrnsannns Domain Controller
‘ Template
@ FAS Authorization .

~ Certificate Windows Server

i Template
UPN
walter@auth.local

StoreFront

Windows Server

Issue > TLS Server
i Certificate

Federated Authenti-

cation Server

Windows Server VDA

FAS Windows Server & Desktop
_J"v‘ Issue Operating Systems

Authorization  guudimieniens
Certificate

A
I
I

T RASUser ...l ISSUE ‘:‘\1 FAS User
: '5 Certificates & " Certificate

.
-t
ot

Login with

Hardware Security
Module (Optional)

Associated with

Hardware Appliance

o U
o - - % Pl:p,i\e.:‘,ce Keys

M Authorization
Private Key




Federated Authentication Service

Citrix Virtual Apps 8% Citrix Virtual Desktops IMRHIAS B FERELNANHITEE, XE
CTX206156 B IFHILH,

EMEZDER, XEEDH RAFEMAR Microsoft IERMANARI B, H BIEiEE2s 2oz
HIZRIEH. (FEI% CTX206156 HHY“MA IHIEFIZBRIEF EBD . )

BXER:

o BIARLUEMEEEGFZ LR (HSM) SINENRIEFaRIR (TPM) B, BXFAER, B5H
FIRIRIF XF,

« ZEMEE XENETHNARENMEE FAS,

Citrix Gateway SPBZR 1

Citrix Gateway ZPE S HNERERE ML, BIINT & StoreFront EExIHY Citrix Gateway, FEFEHRRK
IERFEE Citrix Gateway K&, Citrix Gateway 223 8§ 2B A IIEAIERGED, B B FRIFFLE
LRV ITAZ A,

It ERZE 7] F T8t 2 E & K[| Citrix Gateway #1TEMIOIEAEERAP SIETHITEIZ T PIN 16
Te EBIRSIFEREL Citrix Gateway B EIER A, MEEENER AD L ELE+E,
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AUTH.LOCAL domain

Citrix Gateway

VPX
Root CA P Export
' Certificate -
Gateway Server Issue
' Certificate =

—[ Authenticate ]—

Issue

Certificate Authority

Windows Server

&

FAS User

' Certificate
Template

&

FAS Authorization

Certificate
i Template

StoreFront

Windows Server

TLS Server

1
I
I

Associated with

- &

- ' Certificate

Federated Authenti-
cation Server

Windows Server

FAS
Authorization

Issue

Certificate

FAS User

Issue

Certificates

Hardware Security
Module (Optional)

Hardware Appliance

d‘ Users

Private Keys

Authorization
Private Key

"'J.

Domain Controller

Windows Server

UPN
walter@auth.local

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

= FAS User
Certificate

© 1997-2026 Citrix Systems, Inc. All rights reserved.

101



Federated Authentication Service

Citrix Virtual Apps 3% Citrix Virtual Desktops R IR#UA S EHEEFERELAXNHAITICE, X7E
CTX206156 FAHEIEH,

EMEEA, XEE R RAEEMNAR Microsoft iIF BIMANMEI B, H B iS22 5 Bz
HIZIEH, (F5% CTX206156 YA IFIZEIZRIEPR ERD)

I Citrix Gateway EeBANFEZMRIERSE, 1EHR Citrix Gateway #1 StoreFront Z [BIRNFTEE
BEGE TLS ®RiF. 5502, 1BHAMRENEA URL BEIEMEIE NIEME Citrix Gateway fRE 28, EAX
B FEILERE 3T Citrix Gateway ARSS 8838 1T & 153031,

StoreFm nt Authentication Settings

These settings specify how the remote user pravides authentication credentials

' General Settings - Varsian: [ 10,0 (Build 62.4) or later - |

¥ Secure Ticket Authority VServer IP address:
Authentication Settings [optianal)

Summary Logon type: [ Domain -

| v10.0: SNIP or MIF, vI01+:VIP |

1

amart card fallback: None -

Callback URL:

o) |http-s;-‘ﬂ\'ﬂ5ca!cr@arcﬂ'a}'¢0DN | /CitrixAuthService/AuthSenvice asmi

44 When no Callback URL is specified, Smart Access is not available,

BXER:

« EFZE Citrix Gateway, 1BER“A0EECE NetScaler Gateway 10.5 L & StoreFront 3.6 # Citrix
Virtual Desktops 7.6 Z5&{EM"

s REMPRE NMATINARZENEE FAS.

ADFS SAML Z3&

—I0 % $#89 Citrix Gateway F3I0IER A DIFS Microsoft ADFS 558, EERF Y SAML H1pifH
2R (IdP), SAML HiE RHZEMERN IdP MAMAEIMESZI XML R, ERNEBRERITEN
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%, XEMKE FAS IREBAIFIAF BHIIFEFELS Microsoft ADFS BRSS28 (SiEfthiF
SAML #9 1dP)

AUTH.LOCAL domain

C—

Citrix Gateway Certificate Authority
VPX ]
o s EEE
Root CA . Export L) FAS User
§ Certificate 1 (NI EIR R — Domain Controller
B Templat:
Gateway Server Issue H @ emelate
Certificat - izati .
f Ccertficate E‘e‘f‘t@i‘é;ﬁ:"za"”" Windows Server
ADFS Signature i Template
. Certificate uPN
) walter@auth.local
SAML SP (RP) | Alternative UPN
. walter@adfs.ext
StoreFront
Windows Server
Issue —p TLS Server
f certficate
Federated Authenti-
cation Server
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
i . Issue Operating Systems
r=—r-'| @ Authorization ...L.00......
1 Certificate
[ [ . E 5
FAS User FAS User
- - S — e
: :- | @ Certificates @ Certificate
4
Web Access Proxy ADFS Server P!
Ve Login with
: b e
" N £
Windows Server Windows Server :'§ 1
T .
|_§ , | Hardware Security
18, .
LS Server ,(3 i | Module (Optional)
§ Cenificate [
g : I Hardware Appliance
1
f) Signature L
o 1
' Certificate : : GA Users
| === c(' Private Keys
r) Encryption I {
Certificate 1
' (not used) '_ . { Authorization
Private Key

ADFS Proxy SAML IdP

ADFS :@® B T&d Internet it Z £t AP #HITEW R REEMIIUE ; HE0, ©&8E AT Office
365 & Xo

BXER:

* ADFS H1Z XESFHFAER.
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SNRMR

TEMECE XENE

A7 A REFECE FAS.
« AKX HH Citrix Gateway ERE o ESEE

B2B i Bt

REFHEEARILBHTENRE,

/\

TEYEDIZ

AEET,

RE—

TEBFEFEEXRH Active

Directory BX& B I0IEARSS (ADFS) RSB 88. XA F—RLBNAF TEMIIEEIS —RA B

Active Directory (AD) &, B FAT,
HEIFFE LT AD IFIEHRY

ADFS.EXT domain

Export

- Certificate Authority

Issue

Domain Controller

Windows Server

UPN
walter @adfs.ext

Windows Server

ADFS Server

Windows Server

HFIF,

AUTH.LOCAL domain

T

Export

BTAPEERECHRRERRE ; ADFS TEEIRFHER

Issue

TLS Server
Certificate
T ) Signature
s Certificate
]
: R
c
T
»_?n ¥ | Encryption
& Certificate

I (not used)

Citrix

—
ow |

Client

Windows / MacQ5 / Linux

Root CA Certificate

' (from ADFS.EXT CA)

Root CA Certificate
' {from AUTH.LOCAL CA)

Export

Citrix Gateway
VPX
Root CA
§ Cenificate -
Gateway Server
' Certificate
Export ADFS Signature
TR Cenrtificate

SAML SP (RP)

Certificate Authority

Windows Server

@ FAS User

i Certificate
Template

@ FAS Authorization
Certificate
i Template

ETE—

StoreFront

Windows Server

Issue

TLS Server

§ Ccerficate

EE—

Federated Authenti-
cation Server

Windows Server

1
I
I

Issue
Authorization

Certificate

B
-5

FAS User Issue

Certificates

Assodiated with

Hardware Security
Module (Optional)

Hardware Appliance

[ e |

Users
Private Keys

%
g

Authorization
Private Key

S

Domain Controller

Windows Server

UPN

walter@auth local
Alternative UPN
walter @adfs.ext

T
Virtual Delivery
Agent

Windows Server & Desktop
Operating Systems

=

FAS User
Certificate

BXER:
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« RERMEE XENATINARZENEE FAS,

Windows 10 Azure AD TIA G =R
TIERE _ EFEMUTFESHB Windows FI0A, BEITHY

Windows 10 5| A T “Azure AD Il A"BIHER,

B8 Internet’li7R. XIFEERTEIRAEBMM FIREM. 54 Windows IIA—#E,

Azure AD EERF L EIMILFIZ RN E R T RIERMINEE, XL ZHF Internet”, RILRTUTELE

{A%E$E Internet B TE, MANNEDA

YE BT,

Azure

!
|

Azure AD

Synchronzation

|
;

AD

Cloud

DMZ

Citrix Yirtual Desktop

IERER— A, EREFEEREDREFNRLZRFBIBIR. EiCREMERIMN Azure AD

IheEST 2@ Internet HTEMFNF 155810,

IR, BRI ML AE

VM,

IP IR 55517 © A, FEEIRMEE. Azure SREM
iR, Azure AD Connect B4 285 B ohiE R Azure AD. RBIEIA T BLEEIERT Azure
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BXER:

« ZEMEE XENMA T INARZENEE FAS,

« Azure AD £ XEEFEFMAEE,

ADFS Zf%&

b))

AN B T a0 Citrix 37385 Microsoft ADFS &R,

WZALAER ADFS REENFEER—SNINIERINMGNLZ AR AR, fli, REIRERER
TrRIRAMFNREN TH ; XEMEFEEANE Windows BERFEIEHITRIF.

BB BHIIEARSS (FAS) X721 Citrix Gateway # Citrix StoreFront™ 5 ADFS BRZRFAEM, M
MR 82 Tl e H B R &

LLLEBZE ¥ Citrix Gateway EA{E#i5 5 Microsoft ADFS &R
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Citrix Gateway

VPX

Root CA

AUTH.LOCAL domain

Export

§ Centficate

Gateway Server

Issue

' Certificate

ADFS Signature
§ Centficate

—| SAML SP (RP) |—

Issue

Certificate Authority

Windows Server

@ FAS User

(‘ Certificate «ssseeee
Template

@ FAS Authorization
Certificate

i Template

StoreFront

Windows Server

TLS Server

Certificate

-
1

Federated Authenti-
cation Server

Domain Controller

Windows Server

UPN

walter@auth.local
{ | Alternative UPN

walter@adfs.ext

Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
- Issue Operating Systems
r-- AUthOTIZAtION  gueidenneranans
1 Certificate
FASUser
: :- 1 Certificates E Certificate
E A
Web Access Proxy ADFS Server 1
Y e = Login with j—
: e TR
" . £
Windows Server Windows Server :'§ 1
B .
|_§ , | Hardware Security
12, .
1S Server 'E \ | Module (Optional)
Certificate L'
- : 1 Hardware Appliance
1
f) Signature L
S 1
' Certificate i : 6" Users
| == a" Private Keys
K') Encryption I {
Certificate 1
' (not used) !_ . J‘ Authorization
: Private Key

—| ADFS Proxy I— SAML IdP

NREiHEEE Windows VDA B Linux VDA, MEEXH,

SAML.

TEMEFICIEES (SAML) 2—MEENEEREIERIUE"EY Web X5
TR :

RERRG. BEEZEU
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EE MR URL

& Citrix Gateway X IAAFREH#H{TEMIIER, EETRAFH Web X525 ADFS fRS38 L8
SAML BRMBIHIT HTTP POST, X@EERE https:// FINEMIE | https://

adfs.mycompany.com/adfs/1s o

LTI POST 22 EM(ER, 2E ADFS B RFea/a™ A REIR A R EHE",

FRIRR
Entityld & Citrix Gateway {£H POST #iE+H 2 = F] ADFS HME—IRIRTT. XS ADFS AR IE

EZRERBNRS, HBIEZSENBERAENE MR, RMA, SAML BAIIE XML X
EATERHA Entityld FRiRRS

BE, EntitylD =2 Citrix Gateway IRZ 23 ERIEA URL, BEEBERUZREMRNE, HE Citrix
Gateway #1 ADFS fItt3KRE—2XENR] @ https://ns.mycompany.com/application/logonpage

o

R [E 4t

MR EMIIERIN, ADFS RIETRAFR Web X35 SAML B4 I035F XML POST [E]9 Entityld
ECEBRIEIE URL 2—, XiBEZRYA Citrix Gateway fR5385 ERY https:// ik, A :

https://ns.mycompany.com/cgi/samlauth o

WRAE T 2Bl E URL 3k, Citrix Gateway B IATEE & #] POST % ADFS BYiBERFIEEFE—,

FRIEH

ADFS EREFLXN SAML S4I0IE XML blob #ITINZBE L. AT WRIEE R, AU Citrix
Gateway BeB AERIEPXEF I SN NN EXLES L, IEBXHEE M ADFS fRSZ25IKENAY
XA o

B U URL
ADFS # Citrix Gateway X #F&HFH R, XZE— Citrix Gateway R1B/R¥188 URL, BT
& SAML B4 I8IE XML blob 71)3&2%%?%‘%5’] o

Xe— 1 uikEE, THREE, EBEE https:// ik, #&3LA https://
adfs.mycompany.com/adfs/logout o (IFFE, EAAMUSESRER URLHEE, )
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[

Citrix Gateway SBE SB9NME T AAIIEE Citrix Gateway MM IERAE LDAP SHIIEEI, FIN5T
/S, ERILATE Citrix Gateway SIS M IIEEREE, UIF SAML B4 RIE, G, XA
F# Citrix Gateway [ SFEHBIRAIA LDAP ZKEL,

MetScaler > MetScaler Gateway » Policies » Authentication > SAML 3 Policies i':: ﬂ H
Policies Servers
Add f Jelete how Einding Primary VPM Global Bindings Search =
MName Expression Request Server
StareFrontSANL MN5_TRUE AzureAd
HHE SAML 5B

fEAZ BT ADFS BIZZEHISRINNE SEEHH SAML IdP fRE25. NMAILEEEE, Citrix
Gateway =¥ FEEME ADFS #1TER, FHiER ADFS 41 SAML FRRIESRE{EAEIR,
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Create Authentication SAML Server 5

Create Authentication SAML Server

.
Marme®
Azuread e s
255

Authentication Type
SAML
IDP Certificate Name* ]
AZureADSAML v +
Redwect URL" bBxact "
29f-4c20-9826-14d5e484c62e/5aml2
Single Logout URL InternetProtocol A
29f-4c20-9826-14d5e484c62e/5aml2 IntemetProtocolPassword "
Uzer Field N
userprincipalname &
Signing Certificate Name

v

v .

Issuer Name

https:/fns.cit rixsamidemao net/Citri®
Reject Unsigned Assertion®

ON d
SAML Binding™
' posT v

Default Authentication Group

Skew Time{mins)

BXER
. REFRE £ FAS RENRBNTESE HK,
« BILH FAS EREBIE SBELM XERHITT B4
< RIERE B BRRE XERNE,

Azure AD 5§

=

ARSI BT aEF Citrix 455 Windows 10 Azure AD IJJ Bk, Windows 10 3| AT Azure
AD, X2—M#HeugiARE, HEAgiREICARBMAILLED Internet IIALREE, ASSILEIEM
BaER,
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AEPRRBEERD T — RS, HPIT MFFAFRHELFBEFEAMuLAE N A Windows
10 AR EMBYEMET. BA BT IRBERTHIRSE > XF > MIA Azure AD EIU AL
=N

“— Settings - o 4
0% SYSTEM Find a setting Je
Display

PC
Motifications & actions BE name vda-win10
Apps & features Rename PC
Multitasking Organization  WORK
Tablet mode Join a domain
Power & sleep Jain Azure AD
Storage " . '
Edition Windows 10 Enterprise
Offline maps Product ID 00325-00000-00003-AA060
Processor Intel{R) Xecn(R) CPU E3-1630 0 @ 3.20GHz
Default apps 309 GHz
Installed RAM 2.00 GB
About . )
System type 64-bit operating system, xb4-based processor
Pen and touch  No pen or touch input is available for this
display
Channe neneiet kew or pinaeacds semair editinn of Windosses

EiLABRFME, Microsoft Edge Web Xl 528 = B &hiEd Azure SaaS N BEFMITE R EIM
UEAD Citrix KN BIER, UNREM Azure FBIEF (140 Office 365) o
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B Access Panel Applicatior X+ — O *
é 3 O | [ELJ account.activedirectory.windowsazure.com,/a) ﬁ' ‘ = E ﬁ
Microsoft Azure george@

applications  profile

cClfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

ERER

AR REEMITE Azure HEL E Gl TRAMRNEIME, H5 Azure AD # Office 365 FIMR =R ALE
B REABPEHMATETEAR, BEEDHLERNIBME EBBER.

ZEB N ATHEME ARSI /AE, E Azure AD Connect [E% RILUET Internet E3EE!

Azureo
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Azure F
,_! Azure AD

!
|

Synchroneation

|
; .
- il W

AD

Citrix Virtual Desktop

Cloud e —
DMZ -

101
1
i

PKI

FEItEARER D, E5 E@idhAE LAN F Kerberos/NTLM S IIESE MM L SEENE S5 F
WERNE] Azure BY TLS &AM SAML, #ARSSEANMA Azure AD B Azure NARRZFHE, FTE
Active Directory FIIRE N FBTERF (140 SQL Server #3EE) TILUER Azure TERSHY IAAS B39
hAYFRE Active Directory ARS328 VM 5517,

YAFPEESNBERE, 1@ Citrix Virtual Apps and Desktops™ & #E IR FAIRF#1Tih
1, AR ARZFBIHAFNAzure BERFTIE, £/ Microsoft Edge £ R & RINEEHTT
I8, Microsoft R R LA A B o) Azure N FFERFRY Android A1 i0S N BIEF.

8l DNS XI5

Azure AD EXREEAEEM AT DNS st HIZEFIH A ERNERXIE, Ak, EERTLUER
Azure DNS Xig{IhE,

IR BIER DNS X% F1 citrixsamldemo.net,
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Essentials 20 )
Fesource group Mame senver 1
citrisamldemo ns1-01.azure-dns.com.
Subscription name Mame server 2
Visual Studio Professional with MSDRN ns2-01.azure-dns.net.
Subscription IO Mame server 3
df22436f-ddfe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALUE

n51-|:'|.r:.'|.|rr-dn-5.|; Qi
S ns2-01,azure-dns.net.
@ s 12 ns3-01.azure-dns.org.
nsd-01.azure-dns.info.
Ernail: azuredns-hostmaster.microsoft...
Hest: nel-01 azure-dns.cam.
Refresh: 3600
Retry: 300
Expire: 2419200
Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .,

PEHI S 71 Azure DNS R FFARSS 28R XEER ATV /E DNS ‘M ERIKIE NS S2BH518 (B

0, citrixsamldemo.net. NS ni1-01.azure-dns.com )

TEAINFT Azure H5E1T8Y VM Y5 | BT, REEMAEZER CNAME 185HER VM B9 Azure IR
#Y DNS i2%. 1R VM 0 IP st & £ &k, NFEFEFshEH DNS Xig X4,

HERE IR ERFISEE DNS il fR235 PTER, 13 citrixsamldemo.net, FH{ERFS DNS (RERHA
10.0.0.*)

FI—151 8 Web M BAIZEFEARIEIRS 25/ fs.citrixsamldemo.net’s& B, X2 UMLK IEMEESIRS

© 1997-2026 Citrix Systems, Inc. All rights reserved. 114



Federated Authentication Service

IE=ARSS

R BIBECE T — Citrix 3785, HAPaE—E Azure Fi51T ADFS ARS5 8509 AD IF35%, GIE 7T —

N A citrixsamldemo.” I =ARSS

URL

@ WEE APP ’ QUICK CREATE .
citrixsamldema

«Lloudapp.net
VIRTUAL MACHINE il-"i CUSTOM CREATE cloudapp.ne
REGION OFR AFFINITY GROUP

@ MOBILE SERVICE West Europe b |

| @ | CLOUD SERVICE

i EEI BATCH SERVICE

CREATE CLOUD SERVICE  +

Bl% Windows EEBIHL

EERSEFEIER Windows VM

12525 (domaincontrol)
« Azure Connect ADFS fR5328 (adfs)

ADFS Web i58)XIE (Web NEEFAIE, FRMALE)

Citrix Virtual Apps and Desktops 33 {71Z 28

Citrix Virtual Apps and Desktops FEHI&E IR (VDA)
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Create virtual machine >

Create virtual machine

Resource groups

2 All resources
= es =3 * Mame

1 Basics 5

Recent Configure basic settings

* User name
App Services

Virtual machines (classic) 2 hoooe " T * Pasoword

Virtual machines
3 Subscription

SQL databases Veual Studio Professional with MSDN e

& Cloud services (classic) * Resource group
citrixsamidemao ~
) Security Center 4- findow [t
Lacation
¥ subscriptions West Europe v

Browse »

PR ER
« 750 DNS BRS52% A1 Active Directory 3HARSS A B LLEIEATAH Active Directory E3ZE  (TELtbR Al
FR citrixsamldemo.net) o HFALRSERE, 700 Active Directory IEHIRSE A,
- BIEAFNRNEERFHK, (fli0, George@citrixsamldemo.net) o

- BT LIRS ZFHETTARR DNS, EILFrE RS 2E8N 5 | BILLARSS23141T DNS . XrJLuEE
Azure DNS &iE T1HM. (BEXFAEE, BFEHAEENMR. )

ADFS #2841 Web N AR RIERSSS

« 1% ADFS BRZS2810A citrixsamldemo 35, Web N AR RIERS BN REERBHNITIEAR,
Etb3EF5hE AD DNS A DNS #idik,

. TEXLEARSZ2S FIT1T Enable-PSRemoting —Force cmdlet, S{FtiF AzureAD Connect T Ei&id
B ANIEIHTT PS T2 IR,
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Citrix Virtual Desktops™ & E#EHI284] VDA

« EEMA citrixsamldemo BIE RS Windows AR5 28 %22 Citrix Virtual Apps 3 Citrix Virtual
Desktops Delivery Controller™ #1 VDA,

BCE S8 DNS

iR IEHI2R S, FCiB DNS PRSZ22LULIE citrixsamldemo.net BIREZBME, H 7 Y428 DNS RS
22 (ff40 : 8.8.8.8) HYHELER,

2 DMS Manager == =
File Action View Help

e R Ba: BHE § 86

E'?:, DS Mame Type [ata Timestar
4 5 DOMAINCONTROL 7 _medes
4 [ Forwerd Lookup Zones || 7 sipec
[ _j _msdcs. net | _tep
P & T _udp
B ] Reverse Leokup Zones 7| DomainDnsZones
b _:I TrUSt_P_ﬂi nts : ForestDnsZones
b ] Conditional Forwarders ] (sarme a5 parent folder) Start ef Autherity (S04) [24], demaincontral. static
g Glabal Legs ] (zarme 25 parent folder) Mame Server (N5} demaincentral, static
£ (same a5 parent falder) Host (A) 100,012 8320
] adfs Host (4) 10.0.0.13 LTy Ei.fE[JII
] demaincontrol Host (A) 10,0012 static
=1 Host (8) 10,0013 static
Flwap Host (4) 10.0.0.14 static
] enterpriseregistration Hast (4) 10.0.0.13
< " >

ANEESIER, BT

* wap.citrixsamldemo.net
e fs.citrixsamldemo.net
e enterpriseregistration.citrixsaml.net

FRBTE Azure FiS1TH) VM R ERE AR ER L DNS ARS8, ERILUBE MO GUI FThltbig
Eo

© 1997-2026 Citrix Systems, Inc. All rights reserved. 117



Federated Authentication Service

Essentials -~ ¥ /L O DNS servers @

PNEINNY Custom DNS
Resource group Private IP address

SUPPORT - TROUBLESHOOTING .
* Primary DMS server

Location

West Europe trixsamidemo/default B Auditiogs > [10005 v
g MNew support request b Secondary DNS server
up

GEMNERAL

Properties >
Al 35 =

W IP addresses >

B DMNS servers >

) Metwork security group b

FINBERT, WEBIP (10.0.0.9) B ohE S ECHY. EAILUER IP #INHE B KA 2 IP ik,
Web N2 FHIEARSS SSFN i H 2R 4R R Hh 1T b 32

EOE 56 DN ik

178, Azure REFEB SR DNS XiGRE2:, ZARSB][/IEEDELS VM BIHFIAEH IP
=—IMERAMINEE, KA Azure BHATESE VM Bt EC IP it

YU VM s
ik, X

= Configuration

o, 0 AR O Assignment
Static
SUPPORT + TROUBLESHOOTING
1P address @
B Auditlogs > 13.94.252.54

. & New support request > Idle timeout (minutes) @
on 1D vir e 4
di224367-d4fg-4Gae-beTh-6475cdaeelca DemainCentrol
GENERAL DMS name label (optional) @
ezl domaincontral-citrozarideme
Properties >
westeurope.cloudapp.azure.com
Il settings
& Configuration >
dd tiles
®

RESOURCE MANAGEMENT
Eatt & T
& Locks

sl Users

Voo | v v

IR BIF DNS #ifit domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com %3 Bo£5 1312 &
2o

HER, mZRERETHE, 2B Web WAZRMIEF Citrix Gateway VM N2~ $ 1P ik,
(fEECEHRIE), A\ IP st FF RDP HIRIFR) o

iEZ24

Azure =EAZESAEIEM Internet 3718] VM Y TCP/UDP BRAIEREN, ERANERT, FAE VM &R
7t1F RDP i5ia), Citrix Gateway 1 Web 2R RIBIRS SstBN 5 im0 443 EBY TLS,
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Nebwork security group Essentials ~ B89 (O
Metscaler
Res es
SUPPORT + TROUBLESHOOTING i . 0 outhound SUPPORT + TROUBLESKOOTING
Lacation 350 vith
H Auditiogs > West Europe 0 subnets, 2 network interfaces H Audtlogs >
Subscription name
i Mew support request b4 isual studio Prafessional with MSDP i Mew support request b4
Subscription |0
dlf224366-04f9-463e-beTb-6479cdaeefca
SENERAL GENERAL
Il settings =+
1! Peoperties » 1 Properties »
B 1P addresses > . Inbound security rules >
B DNS servers > . Quthound security rules >
@ Metwork security group > B Hetwork interfaces >
Subnets >
RESOURCE MAMAGEMENT

SIE ADFS iFH

£ Microsoft IEPBIMEN LS Web IRSEFIEBIENR, XAIFRIEERBEENX DNS #sitAIE
B, ZEPAUEH (SZIEFFA) B) pix X, EATIE ADFS #1 Web N BIEFRIBIRS 23 L RE
HEH, Eit PFX X4 2 EIEEDL,

MR BB LT EFBITHT Web BRSZZRIES !
- BR%
o adfs.citrixsamldemo.net
- THEERRB

o * citrixsamldemo.net
o fs.citrixsamldemo. net

o enterpriseregistration.citrixsamldemo.net
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@

i@ File Action ¥
« | 2[m
[7] Console Root

a (G Certificates (L
4 || Personal
7 Certifig

[ Trusted R

[ Enterprise

7 Intermediz

|7 Trusted Py

[ Untrusted

[ Third-Part]

[ Trusted Pe

7 Client Aut

Remote Dg

Runtime_T

Smart Carg

Trusted Deg

v v vV WYV W W W W

DoREE

= Certificate Enroll

5 L1}

Request Certificats

You can request the fiol
click Enrall,

[] Cemputer

[w] Web Server
B, Mereinfo

[[] Show all templates

2 subject | General | Extensions | Private Key | Certification Autherity |

The subject of a certificate is the user ar camputer to which the certificate is issued. You
can enter information about the types of subject name and alternative narme values that

can be used in a certificate.
Subject of certificate

The user or computer that is receiving the certificate

Subject name:
Type:

|'Cornmm name

|

Value:

Alternative name:

Type

[DNs

Value:

\CN=adfs.citrisamldemonet

*.citrixsamldemo.net
fs.citrixsam|dema.net
istration.citrcsam,

FHERBFHE pix X, SEREDRIPEIFHA.

iSE Azure AD
ATFHANA T IREFHI Azure AD 2Rz 6% ] T4 Windows 10 A Azure AD SRR &4

Rpur:-

EHER

ERIVZH Azure NP HEIEFE R
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Add directory

DIRECTORY
Create new directory

MNAME
CitrixSAhLDemo

DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

FeRlE, MERHEERE,
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citrixsamldemo

&2 UsERs GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

) | Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

|\

_4 Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

BIELR/EERMAF (AzureAdmin)

£ Azure FRIELBEIER (ELERAIGFR
AzureAdmin@citrixsamldemo.onmicrosoft.com ) , H{ERAFKFAERLUSER,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 122


mailto:AzureAdmin@citrixsamldemo.onmicrosoft.com

Federated Authentication Service

user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

FHERISEME Azure AD
FHINBRT, BPESUTEREFEREFIEHITIMR ¢

<user.name>@<company>.onmicrosoft.com o

REXTEH—FSEBNT TIE, ERERTIHNEFIMEMIITEL, RIFESREZBFPNBEFHMYE
K P PCERRYMbAE @ <user.name>@<company>.com o

‘TR RERCE N SN EL RN EIIHITHEE R, HRFIER citrixsamldemo.net o

tu%/u\Erh$_ﬂ§12 ADFS, 1ﬁﬁﬁﬁ1§§ﬁ*[o
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

223 Azure AD &R
Azure AD Ei& GUI 95 2 £ 1% &= F@%) Microsoft Azure AD Connect FTET1HE., SHEHZEHRE
ADFS VM L., FRABEXZEMAIREILZE, UE ADFS ETA A,

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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Install required components

Express Settings

Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

- senvice will be installed.
User Sign-In

Installing Wisual C++ 2013 Redistnbutable

Optional configuration:

%$F5 AD FS BX&"B—F F %I,

User sign-in

Express Settings

Required Compeonents Select the Single Sign On method:

| usersigrin  [REECERRTER
Connect ta Azure AD ® Federation with AD F3 ﬂ'
Sync | Do not configure [ 7]

Connect Diractories
Domain/OU Filtering
|dentifying users
Filkering
Optional Features
AD FS Farm
Azure AD Domain
Cenfigure Far single sign on method, we will instzll Active Directory Federation Services (AD F5).

Verify
Far D F5, you must have the fallowing:
- & Windows Server 2012 R2 server for the federation server
+ & Windows Server 2012 R2 server for the Web Application Proxy
= An 851 Certificate for the federation service name you intend to use (example: fs.contoso.com)

Learn mare about AD FS requirements,

Previous
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ERE AR EIERIKFIERES Azure,

Connect to Azure AD

Express Settings

Required Components Enter your Azure AD credentials: [ 7]
User Sign-In USERMAME
Connect to Azure AD |ﬂ-zurc-"-'adrnln@citflrﬂm'dtmc"ﬂ“mi‘rm"t'cum |
Syndc
PASSWORD

Connect Directories

Azure AD sign-in
Daomain/OU Filtering
Identifying users
Filtering
COptional Features
AD FS Farm
Azure AD Domain
Configure

Verify

Previous

ZEFEARES AD o
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain

Configure

Verify

Connect your directories

Enter connection information for your on-premises directories or forests: e

DIRECTORY TYPE

| Active Directory |"'
FOREST 6D
| citrixsamldemo.cloudapp.net ]’
USERMAME

|CITRI SAMLDEMON Adminstrator

PASSWORD

‘Add Directory

I...IIIJ

COMNFIGURED DIRECTORIES

citrixsamldemo.cloudapp.net {Active Directory) &

J¥FREIBRR Active Directory XR5 Azure AD [E#%,

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connact Directories
dentifying users
Filtering
Optional Features
ADFS Farm
zure AD Domain
Canfigure

Verify

Domain and OU filtering

Directory |citrixsamldemo.cluudapp.net |" | Refresh Ou/Dor

_ &ync all domains and OUs
® Sync selected domains and OUs

4 M citrixsamidemo.cloudapp.net
I Builtin

Coamputers

Comain Controllers

FareignSecurityPrincipals

Infrastructure

LostandFound

Managed Service Accounts

NTDS Quotas

Program Crata

System

Users

Configuration

[ & KRR R R R R E]

Previous
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INREREHER, EAUKEEBHE—NARRAERABFRHTEMIRG,

Uniguely identifying your users
Express Settings
Required Components Select how users should be identified in your on-premises directaries, (7]
User Sign-in ® Users are represented only once across all directories.

Connect to Azure AD ) User identities exist across multiple directories. Match using:

=

P-OnginatorSID attnbutes

: ExchMasteraccountsID/msRTCS
Connect Directories aster MSI0/mERT

SaMaccountMame and MaillMickMName attnbutes

Domain/OU Filtenng

T e & specific attnbute

- CUSTOM ATTRIBUTE
Filtering

Optional Features

AD FS Farm ) " .
Select how users should be identified with Azure AD.

Azure AD Domain
SOURCE ANCHOR @

Configure
. [ objectGUID -
Venfy
USER PRINCIPAL NAME @
| userPrincipalMame |'

ERBIANTRIEED, S0~ A P M &EREINEFERE,
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Filter users and devices

Express Settings

Required Components Far a pilot deployment, specify 2 group containing your uzers and devices that will be synchronized.
User Sign-in ® Synchronize all users and devices
Connact to Azure AD 71 Synchronize selected @
Syne FOREST GROUP
Connect Directories citrixsamidemo.cloudapp.net [_L.-rrcra name or DN of 3 group Resolve

Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain
Configure

verify

MNREE, TAILUS Azure AD i35 Active Directory [F%5, ¥FETF ADFS HEHINIE, BER
EEXFM.
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Exprass Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connect Directories
Domain/CU Filtering
Identifying users
Filkening
Optional Features
AD F5 Farm
Azure AD Domain
Configure

Verify

Express Settings
Reguired Components
User Sign-In
Connect to Azure AD
Syne
Connect Directories
Domain/OU Filtering
|dentifying users
Filkenng

Optional Features

AD FS Farm

Federation Servers
Proxy Servers
Cradentials
Service account
Azure AD Domain

Configure

Werify

Optional features

Salect enhanced functionality if required by your arganization.

J Ex ."'|=."|: I "‘:. ong '..=!'|.'_.-""":.="| e
] Azure AD app and attribute filtering 9
[] Password hash synchronization @
[ Password writeback
[ Group writeback (7]
Device writeback 0

(] Directory extension attribute sync @

Learn more about optional features

Previous

EREE AD FS RERAIER PFX X4, FFF fs.citrixsamldemo.net 3§ /3 DNS £ #ho

&% Microsoft Azure Active Directory Connect

AD FS Farm

I Configure a new Windows Server 2012 R2 AD FS farm

Use an existing Windows Server 2012 R2 AD FS farm

Specify the 550 certificate used to secure the communication between clients and AD FS,
® Provide a PFX Certificate File
Z Use a Certificate installed on the Federation Machines

CERTIFICATE FILE @)
|<_':\U5e-r5\,Fretl.CITRIKSAMLDEMD\Desklnp‘-.adh.pfx

|

SUBJECT NAME SUBJECT MAME PREFIX
|",|:itrixsamll:lem|:>.net l-| lfs | o

FEDERATIOM SERVICE NAME

https://fs.citrixsamldemo.net
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YRS TR MNIERS28R0T, A wap.citrixsamldemo.net ARS3 25V, IEATREEETE Web
Application Proxy fRs5 28 £ LIS IR 5 5173517 Enable-PSRemoting -Force cmdlet, L& Azure
AD Connect AJ X E#1TERE,

& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Compenents Specify whare to install web application proxy.
User Sign-ln SERVER
Connect to AZure AD | Type 2 sarver name or P address Add
Sync
Connect Directories SELECTED SERVERS

Domain/OU Filtering & vDacitrixsamidemo.cloudapp.net  Remove
Identifying users
Filtering
Optional Faatures

AD F5 Farm

Federation Servers

Proxy Servers

Credentials

Service account
Azure AD Domain
Configure

Varify

[ e |

AR K Remote PowerShell [F{ERIRMAM, F=IAF Web Application Proxy ARZ5 8%
IOAIE,

WFRSHERTE, BERICEEERERN, HADFS tI2— P IRSHKF. A5, Azure AD
Connect FHERIOIUE DNS XM E .
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Azure AD Domain

Express Settings

Rquired Components

pomain: @

|citmsamldemo.cloudapp.net 7

User Sign-n

Connect to AZure AD

Sync
Connect Directories
Domain/OU Fittering
Identifying users
Filtering
Optional Features
AD FS Farm the DNS settings.

Federation Servers
TXT record:

Proxy Servers Taxt: MS=ms59661451

Cradentials
MX record:

Service account Destination: ms59661451.msv1.invalid

Azure AD Domain

Configure

Verify

I TXT #1 MX 2R 700%) Azure P9 DNS #itHE R,

HAME TYPE TTL WALUE

ns1-01.azure-dns.com
nsZ-01.azure-dns.net,
ns3-01.azure-dns.org,

ns4-01.azure-dns.infa,

=]

N5 172800

Select the Azure AD domain to federate with your on-premises directory.

Before we can federate this domain, we need you to confirm domain name ownership for
citrixsamldemo.cloudapp.net by adding the record type suppeorted by your domain name registrar to

You will need this setting in place to complete AD FS installation.

|| Learn more about verifying DNS ownership for Azure Active Directory domains

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600
Retry: 300

Expire: 2419200
Minirmwm TTL: 300

= S0A 3600

= TAT 3600 msr0102213

f5 CHAME 3600

£ Azure EIRFEHI 5 PR THWIE,

adfs-citrinsamldermoawesteurepecloud., |,

CitrixSamlDemo
‘j USERS GROUPS APPLICATIQNS DOMAIMS DIRECTORY INTEGEATICMN COMNFIGURE EPQRTS LICEMSES
DOMAIN MAKME TYPE STATUS SINGLE SIGEM-0N PRIMARY DORMAIN JJ
citrixsamidemo. cnmicresoft.oom Basic W' Active Mot Available Yes
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INRILT LM, 1EFLIEISTT Azure AD Connect Z B3SO IEE,

STRE, Fh@idimO 443 BRR N ERHIE fs.citrixsamldemo.nets

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federation service NaMe fs citricsamidems net Was venfied and resolves to the following addresses:
10:0.0.13

@ The Extranet configuration was successfully verified.

The federation service Name s citrivsam dema net a5 verified using an external DNS server and resolves to
the following addresses:

104,45.19.205

Previous Verify Exit

E B Azure AD Join

= A P s A BB F B & Windows 10 BJLAAAT Azure AD fIMABY, DNS B8R FHENIER
ADFS #J CNAME DNS i2® : enterpriseregistration.\<upnsuffix>o

FLERfBIR, X2 fs.citrixsamldemo.net o

enterpriseresistration citrcsamidemo.net i
Type

CHAME
= TTL TTL unit

1 + | | Minutes w
Alias

s citrimsamidemionet W
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INREREANIIERMEN M, R ADFS RIFBERERE Windows 10 &N L, WUE
Windows {51 ADFS AR$Z28. R ZHi4ERAIARAER P K 4T Azure AD 3E0 A

e

Let's get you signed in

Work or school account

George@citrixsamldemo.net A

Password

| forgot my passwaord

Which account should | use?

Sign in with the username and password you use with Office 265 (or other business
services from Microsoft).

Privacy statement

-

EEE, UPN 415 ADFS 1825412538 5189 UPN PTED,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Fimsh

)
BEEEITTENHER BB FHb S RRIEIE Azure AD IIARE . ERfE, Boh
Microsoft Edge Fi%E#%E] <http://myapps.microsoft.com> ., ZMiLN BEHERESE R,

=¥ Citrix BN AT Citrix EHISHE

Ea] LURBRE RS B M Citrix Virtual Apps 3§ Citrix Virtual Desktops 1ISO £ Azure %24
Delivery Controller 1 VDA E##.

EIbRBIsR, StoreFront 5 Delivery Controller ZE7EE—RRSS 28 L. VDA fERIRIIAY Windows
2012 R2 RDS I1Fi2F%%E, k5 Machine Creation Services (£ (RE AJ AR iEH#H#1TED
B) . Edswal, BN ERP George@citrixsamldemo.net B4 A] LA A R HITH DI,
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« 16 e Y

Citrix StoreFront

Q, bearch Desktops

Details

7 Controller 3517 Set-BrokerSite —TrustRequestsSentToTheXmlServicePort $true
PowerShell cmdlet, LAFt¥F StoreFront™ 7£:%%8 P EIENER T H#TE MR,

RERSE DRSS

7Z ADFS fR5528 L% FAS, H Delivery Controller EEE— 1IN, FEFAYSEEN
StoreFront (RATELLRHIF, StoreFront 5 Delivery Controller ZEER— VM L) ., iESH &
FMEcE,

Edi& StoreFront

73 Delivery Controller IERITENIEFR, FHBIAEmO 443 KB IS 48EF T StoreFront B A1k
B https: KAZE 1IS # StoreFront LAEHE HTTPS,

Modify the base URL for sernices hosted on this deployment, For multiple senver
deployments, specify the load-balanced URL for the server group.

Basze URL: | https://ddc.citrixsamldemao.net

BoE StoreFront LUEA FAS fRSS38 (EF ZEEMEZE H8Y PowerShell BIA) , FH7E Azure RER
HITIER, BIEE FAS RS EMEHEERRABRERER FAS,
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File Action View Help

= | 7w l-
& Event Viewer |

[ L Custem V
4 L Windows

Event ID  Task C..

E Applic 1 Information 1 \ Citri. Authentication.FederatedAuthenticationSenvice 204 None

i) securit (@) Information .WUBNB?-&?ES AM Citric Authentication Federsted AuthenticationSenvice
] setup @Inl‘omatioh 573172016 34713 AM Citric Authentication Federsted AuthenticationSenvice
Systen (i) Infarmation 5/31/2016 9:45:19 AM MESCLSMICROSOFT=WID
] Fonwa @ll‘l[‘ﬂl‘l‘l‘lﬂﬁﬂn /2016 S4544 AM CitriAuthentication Federated AuthenticationSenace
= Applicatic| @Inhm‘laﬁon 803172018 9:45:43 AM Crtric. Authentication. Federated&uthenticationService
'E Subscripti (Dlnhrmaﬁon 5/31/2018 S:44:39 AM Citric.Authentication. FederateduthenticationService
(Dlnfnrmation 3/31/2016 $:44:39 AM Citrix.Authentication.Federated AuthenticationService
@Infﬂmﬂiﬁon 53120168 41:23 AM MSSOLSMICROSOFTZ2WID
@Infnrmation 57312016 %:33:37 AM Citrix. TrustFabric
@Infnnnatinn 5/31/2016 9:38:37 AM Citrix. TrustFabric
et

Event 204, Citrix. Authentication, Federated AuthenticationService

General | Details

[5204] Relying party [| WDAS) accessing the Logon CEP for [upn: george@ net] in role: [default]
[Operation: SignHash] 2c authorized by [ \DDCS].

Log Mame: Application

BidE StoreFront LU Citrix Gateway

7£ StoreFront BIEEEHIGH, A EERHRIEAE GUI ECE StoreFront AER Citrix Gateway
WITR B IIE,

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting 15 applied when users log on with smart cards,

E Fully delegate credential validation to Netbcaler Gateway

E LR Citrix Gateway EAIIEIRI, BEEBRZ S ZIEMANIM (STA) HECE Citrix Gateway !
ks
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Enabling remate access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

| Enable Remota Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFrent (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: [¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

BOE—1NHTRY Azure AD N FBT2F LSS StoreFront R B R

ATi{EMA Azure AD SAML 2.0 B ERINAE, ZIEEE IR & Azure Active Directory Premium iJ
i#o 1£ Azure AD BIET B, %EF FENARER, AEEE NERRINKARERF.

APPLICATION GALLERY N

Add an application for my organization to use | o

FEATURED APPLICATIONS (17T) NAME

- * Add an unlisted application my

I usTam i‘ organization is using | storeFront |

ALL (2626)

BUSINESS MANAGEMENT (124) Enter the name of an application you are
using. and add it to explore single sign-on

COLLABORATION (314) integration options.

CONSTRUCTION (3)

CONTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (86)

P BEX > RMEBNAREEERANKRIIENARF, NENAFIERNEEXNARERF.

EC iR B
BIE— 215 x 215 FREAN/NHIELR, AFHELERERE TIE, BIENAREFIIET.
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properties

APPLICATION TILE LOGO

cifrix

EoE SAML S2513F
RE N BREFNERRES TUE, HiER BRERRER.

storefront

&3 DASHBOARD  USERS AND GROUPS — ATTRIBUTES — COMNFIGURE

StoreFront has been added

[ 5kip Quick Start the raxt time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application,

Configure single sign-on

IERERFE A SAML 2.0 B4583E, XN F Microsoft Azure AD B &R,
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COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

Microsoft Azure AD Single Sign-On

Establish federation between Microsoft Azure AD and StoreFront
Learn mare

Password Single Sign-0n
Micresoft Azure AD stores account credentials for users to sign on to StoreFront
Learn maore

Existing Single Sign-On

Configures Microsoft Azure AD to support single sign-on to StareFront using Active Directory
Federation Services or another third- party single sign-on provider.

Learn maore

RR IURERFRE (EHLMEIRMHLE Citrix Gateway FIEZETAD)
= Citrix Gateway ARZ528 LB /cgi/samlauth,

COMFIGURE SINGLE SIGN-OR

Configure App Settings

Enter the settimgs of AzureStoreFront application below. Learn more

IDEMTIFIER
https://ns.citrizsamidemeo.net/Citrix/StoreFront & |

REPLY URL

hitps:/fns.citrizsamldemao.net/cgifsamlauth /] |

[ show advanced settings (optional).

. Configure the certificate used for federated single sign-on (optional).

T—BE& BT Citrix Gateway ECiEZ Azure AD E#AHIER,

; FEURAIS, E1] URL
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COMFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStoreFront

Tao accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.

1. The following certificate wall be used for federated single sign-on:
Thumbprint: BD1EOZEBFTC111EDDBED325F526053BADE2EATIR
Expiny: 05/31/2018 11:06:20 UTC
Download Cerificate (Base 64 - most common) @
Dowmlead Certificate [Raw) @
Download Metadata (ML) @
2. Configure the certificate and values in AzureStoreFront
ISSUER LIRL
httpsy/fstswindows.net/b1asf2 1b-d29f-4c20-2826-14d5e484 0628,

SINGLE SIGN-OM SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326-14d3ed84 c62e

SINGLE SIGN-OUT SERVICE LIRL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d 50484062

[0 confirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this apphcation,

>

T & base 64 SEEERIER, HEFHBERMEHE URL, BEEFILXLERNLE] Citrix Gateway fg
BEREY.

M REFS SRR

Be—% 2ERANARER, FHERIEAF M “‘myapps.microsoft.com™EH|RE L. XE B
H'TiE _E5ER. 9i8id Azure AD Connect [F25 BV A P itk P 3 B i R A BR . 12 BT LAfsE FR E bk
F, BXIERmMmE T, RATIIFARTE \&ltuser>@\&lt;domain> &1,

storefront

&3 DASHEOARD USERS AMD GROUPS ATTRIBUTES COMFIGURE

sHow |l Users ~ 4
DISPLAY NAME USER NAME JOBTITLE DERARTMENT ACCESS METHOD: e
arure Admin Azyreddmin@citrixsamid.. No Unassigned

George User george@citrixsamldemao.net Mo Umassigned

On-Premises Diredory 5y..  Sync ADFS_21aTeE060dl... Mo Umassigned
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MyApps JH
FRENFEERE, HAFIAR <https://myapps.microsoft.com> BY, ESERERAFE Azure
N BEFRYIRAF,

B Access Panel Applicatior X+ *

|
é 3 O | [5 account.activedirectory windowsazure.com,/a) ‘;fr ‘ = @ ﬁ

Microsoft Azure george®

applications  profile

clifrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy
I »

L Windows 10 1A Azure AD BY, EXIFEREPX Azure VAERRHITERE R, EHENREN
F e E R &R SAML cgi/lsamlauth FATI,

B8R URL
IR[E] Azure AD #ZHIERFHINBIER. IE, ZNBAREFE—TAHHNESRER URL, It URL
FHREM BTN S 2s ik o S BB I A P &) StoreFront BY“FFiR S E REA o

quick glance

APPLICATION TYPE
Web application

PUELISHER
URL
SINGLE SIGN-0M URL

https:/myapps.microsoft.com signing

@' View usage report
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b URL 505 Web X EE8800, LUBAIRIEH Azure AD EERRIZFIEZERY Citrix Gateway cgi/
samlauth MTl, X{GERFERENER, FHNABEIA Azure AD B9 Windows 10 BR=1ER
HEBEDER, (HEtAPEEERA Azure AD EE, )

HHEMAEIE Citrix Gateway

AT IIRIFRERE, REIERIEIT NetScaler (B9 Citrix Gateway) BIHII VM, XBTLM
Azure Store M3E, Itb~BIfERA NetScaler 11.0 B9“B® A IE AR Ao

B FF NetScaler® VM, ¥ Web ¥ 2345mAEE IP ik, HERABF BRRIENISENER. 1B
FE, BMTIER Azure AD VM A nsroot A BYERRD,

AINFENE, RS MFRANEXHEEFEEHER), i DNS ##frastsm Microsoft 12|28

3&1T Citrix Virtual Apps and Desktops ZZ& MRS
XN RAIE LB E— TR SAML B8 StoreFront £/, EZREEEITEE, ©2HMmMI—
SAML &R,

XenApp/XenDesktop Setup Wizard
What is your deployment

[ \:: Single Hop

_' /-
&-— —E— = -
Client Internet Access Gatway \

What is your Citrix Integration Point?

storefront |4

WRARAE Citrix Gateway StoreFront i&&. 7T 7E Microsoft Azure R, ItbRBIALELIRO
4433, MABIA 443, &, EolUimO¥% &KSEFHET Citrix Gateway EIEM ik,
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MetScaler Gateway Settings

MetScaler Gateway P Address™
w ., 0 . 0 _ 18

Port”
4433

Virtual Server Mama®
ns.citrixsamldemo.net

| Redirect requests from port 30 to secure port

NEBER, WRE EEEEEXHRRIERSEIEBMFAR.

Server Certificate

Certificate Format®
| pem V|

Certificates Fila*

|n5_citrixsamldemn.net | | Browse I - |

[w Private key ic password protected
Private key password

oot

ECEAT AD iKF EEAINEEHIEE
EIERIZR A TR P AT, FEUISRE 1P it ANMB EES MWL AT, HEREMNEERESITF
ERFRERIRET
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Primary authentication method®

| Active Directory/UDAP |i||

IF Address®

|1u.u.u.12||:|lp-.-a

[] Load Balancing
Post®

389 |
Time aut (secomnds]*

E |

Base DM®

|CN=LI5ErS,DC= citrizsamldemo DC |
Service account®

|CN=internaIadmin,CN =Users,DC= |

|| Group Extraction
Server Logon Name Attnbute®

|userPrim:ipaIName |

Password®

Confirm Password*

||-||u"u|||-[ ""|ﬂ
Secondary authentication method®
| Mone |

=

ECi& StoreFront it

7ZUbRBI%, StoreFront BfFHE HTTPS EdiEd, HIiEERE SSL %R,
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StorcFront

StoreFrant FODN®
ddc.citrixsamldemo.net
Site Path
SCitrie/StoreWWeh

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb

1]
=]
]

L1

sLorern

w o, oo . o0, 15 | +

SSL ﬂ

443

I3 Citrix Gateway B3E

E#H Citrix Gateway H0EFH AR 2 NRE#HITEHKIEN SRS K.

€ B Htps e citrizsamideme, 0 = @ © || B Metscater Geteway 52 Citria MetScales VX - Configur...

NetScaler with Unified G

Please log on to continue.
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B Citrix Gateway SAML B4 18F 2§
J¥ SAML 5 StoreFront &5 & F BT SAML S EMRiLE SR, RN SAML 5kEE, H
FXH I NS_TRUE,

Ceonfigure Authentication SAML Policy

Name

StoreFrontSAML |

Authentication Type

SAML

Server®
| Aruredd E” T ?\

Expression®

| . - .
| Operators = || Saved Policy Expressions - I| Frequently Used Expressions -

WS_TRUE

fERZHIM Azure AD JRERBIE 2ECEHFTHI SAML IdP ARS 35
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Create Authentication SAML Server 5

Create Authentication SAML Server

]
Name*
Azurend

255
Authenticabion Type
SAML Attr bute - arvice bndle
IDP Certificate Mame® 255
AzureADSAML V]| + Recssted Authenticet
Redirect URL" Exact
29f-4c20-9826-14d5e484c6 28 saml2
Single Logout URL ntemetProtocol

ntemetProtocolPassword

29f-4c20-9826-14d5e484c62e/saml2
User Freld
userprincipalname

Signing Certificate Name

lssuer Marme -

httpsz//ns. citrixs amldemo net/Citrg

Repect Unsigned Assertion”

ON el
SAML Binding®

POST v

Default Authenticatson Group

Shw Time{ming)

BE R B iR

fSEATE Azure AD HFEMBIIKF EREIEMA Azure AD BY Windows 10 £ E.
FiEHES] . <https://myapps.microsoft.com>

Web X% 288 E /R P B Azure AD N FHTER,

E5h Microsoft Edge
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E Access Panel Applicatior » -+ — X

O
& (@) 8 windowsazure.com b e = @ @

Microsoft Azure george®

applications  profile

cifrix
AzureStoreFront wae

©2016 Microsoft  Legal Privacy

12:28

228

~Ads B 01/06/2016

WP TEMEERHEEEMR E@EIHMNILIUER StoreFront ARS525.

EHE, WIEFERAE—FR URL WEEZEHEUKS Citrix Gateway I m N EEEE G RN EREEM
3| Microsoft Azure Fi&[=],

=i, WIERMA Azure AD B9 BN RS HeEFEAERDN URL EEE1T (REEXEENZTEN
Azure AD H#HIT—XEXER) o

Bt R

1£ Azure HIZIE VM BY, RZACE LA FARAEIZEIN,

R 1P AL DNS sk

Azure AFE VM RIEARERFMLERY IP it (AHIFRA 10.5%%) o BOABRT, EREH—ITRH
IP bk, Zutuht AT EhSEHTHY DNS 17525 | Ao
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AR O & AR O
P addres
- PORT + TROU
us NS
Running - H Auditiog M
Location
west Europe tessional with MSDN & New support request >
Sub Subseription 1D
s iith b df22436f-d4fa-d6ae-beTh-647acdaeefca
EMERAL
Sub ) - Il settings =
df22436f-d4f5-26ae-beTb-5479cdaeefca citrixsamid ault . .
Y Properties >
| settings =*
& Cenfigurtion >
- Add tiles
Monitoring )
@
RESOURCE MANAGEMENT
CPU percentage "
& Tags >
8 Locks >
sl Users >
BN Eepertemplate >
Add a section

RN 1P HiEIDNS 2 FMRS R ERB. I VM IEIR— /A1t DNS Hhlit, XEJFFHEM DNS
X1 SZ PR CNAME 51, HA1RFAE DNS i RENEE IP itbht%%ﬁﬁ@ﬂiémﬁ‘éﬂﬁ#am VMo

Configuration

Assignment

Dynamic [elils

IF adldress &
40.68.28.181

ldle timeout (minutes) &

DWS name label (opticnal) @

ns-citrizsamldemo w

swesteurope.cloudapp.azure.com

BERASERN (Z24)

=HNET VM BE—ABoH AN AERRN, FAREE, REEEFI N 1P ki & B)F,
B 1P #UtARE, BIABRT, Azure S0V RDP 32 &F)FAE VM, Citrix Gateway #1 ADFS ARs%
SN K TLS TRE (443),

175 VM BRSO, ARRHMBRLETE. EE AMREMN"LUITITFESHNMERE,
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1 inbound, 0 outbound SUPPORT - TROUBLESHOOTING
Associated with .
0 subnets, 1 network interfaces B Auditlogs >
al with MSDN & New support request >
Subscription 1D
dlf22436(-d4f2-46ae-beTh-6478cdassfca
GENERAL
All settings =
Y Properties >
s >
E Inbeund security rules b3
7 Dutbound security rules 2

BEXER
ZEAE 2 FAS RENRENTBSE,
« BIH FAS EREBIE BEGRLHN LERHTT B4
« RIESE BT BARE XERNE,
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Federated Authentication Service 2303 X4
AseidR

TRNEBT Federated Authentication Service 2303 XM EEEN, EIEWE X XLETEHEH,
1E1T1% RSS &,

=P B WA
30 May 2023 Federated Authentication Federated Authentication
Service 2305 BXRAT Service 2305 R &, BX

WAMER, BBHTEE.
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